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The quick development and widespread adoption of Internet technoledmss
serversto make available their services and resources gossibly unknownusers
anywhereany-time. To regulate access tguch services in open scenarios, s/
require users to release information about them through the disclosure of digital
certificates. Since digital certificates, a®ll as access control policiesay include
sensitive information, it is necessary to define mechanisms that permit batrettie

and the server to specify privacy preferences to be considered in credential and policy
disclosure.

In this chapter, we descril®®lutionssupporing bothclient privacy preferencesand
serverdisclosure policiesWe illustrate the desiderata th#tese solutionshould
satisfy, anddescribe recent approachésattake client privacy preferences arserver
confidentiality into account in a negotiation process. Finallyjnir@ducesome open
Issues that neddrther investigation
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Theadvancements ilCT (Information and Communicatiofi®chnology) allowusers

to takemore and more advantage of the availabibtyonline servicegand resources)
thatcan be accessed anywhamstime. In such a scenario, the server providing the
service and the requesting user may be unknown to each other. As a consequence,
traditional access control systef@8] based on the preliminary identification and
authentication of users requesting access to a service cannot be adopteate
usually not suited t@penscenaris (e.g.,[13],[20],[29]). The solutions proposeid

allow serves to regulate access to the services they offer, while not requiring users to
manage a huge number of accountsly on attribute-based access control
mechanismge.g.,[7],[9],[16],[17],[18],[21],[23],[26],[34]). Policies regulating access

to services define conditions that the requestiremnt mustsatisfyto gain acces®tthe
serviceof interest.Upon receivinga request t@access a service, the server will not
return a yes/no reply but it will send to the client the conditions that she must satisfy to
be authorized to access the service. To prove to the server thesmrssgsthe
attributesrequired to gain the accesthe clientreleags digital certificates (i.e.,
credentials) signed by a trustethird party, thecertification authority, who declares
under its responsibility that the certificate holder possessedtttitaitesstated in the
certificate. Practically, credentials are the digital representation of paper certificates
(e.g.,id card passportecredit card. The adoption of credentials in access control has
several advantages. First credentialbased accesscontrol enabls clients to
conveniently access Web services, without the need to remember a different
<username, password> pair for each systemvith which she wants to intera@econd

it offers better protection against advermsimterestedn impropely acquiing users
access privileges.

The use of credentials enforceaccess contralestrictionsin open environments has
been widely studied in the laftteen years. Most attention hd®weverbeen devoted

to the serveside of the problem, propogira number of novelolicy languages, for
specifying access controlles (e.g.,[7],[9],[23],[26],[34]); policy engines, for the
evaluation of access requestand the enforcement of policy restrictions
(e.q.,[21],[23].[24],[34]); and strategies fotommunicating access conditions to the
requesting  clients possibly engaging a negotiation protocol
(e.q.,[1],[21],[23],[24],[30],[31],[33],[34]). Since the interacting partieare assumed

to be unknown to each othehge clientmay not known whichattributegcredentials to
release to gain access to g®rviceof interest. As a consequence, the server should
sendto the clientits policy, which may however be considered sensitive and therefore
needs to be adequatelyrotected before being disclosedMost of the current



approachesmplicitly assume that clieetadopt an approach symmetric to the one used
by serversfor regulating access to the sensitive informatiaertified by their
credentials. Although expressive and powerful, these solutions do not fully support the
specific protection requirements dhe clients. In fact,clients are interested in a
solution that is expressivand flexible enough to suppan intuitive and useiriendly
definition of the sensitivity/privacy levels thétey perceive as characterizing their
data These preferences are usedchmose which credentiate release whemore

than one subset of credentials satisfy dbeess control policgefined by the server

(e.g., to buy a medicine, a patient needs to prove her identity by releasing either her
identity card or her passport).

This chapter providgan overview of the privacy issues arising in open environments,
both from the client and from the server points of view, and illustsiesolutions
proposed to overcome these problems. The remainder of this chapter is organized as
follows. Sectior? introduces basic concepts and describes the desiderptavady-
awareaccess control systems operating in open environments. S8clgattiord,
Section5, and Sectiot® illustrate some recent proposals that permit clients to specify
privacy preferences that are thendise determine which credentials to disclose to
gain access to a service of interest. Sectitotuses on the server side of the problem,
describing approachesathpermit to regulate the disclosure of sensitive access control
policies. Sectio8 presents some open issues that still need to be addressed. Finally,
Section9 presents our concluding remarks.
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In this section, wealescribe the concepts at the basis of the proposals that we will
describe in thdollowing, and wediscuss the desiderata that an attrikndsed access
control system should satisfy to effectively support botient and server privacy
preferences.
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The information that a client can provide dserver togain accesso a service are
organized in aportfolio including both credentials signed by third partiesand
certifying client propertiesanddeclarations stating uncertifiedoropertiesuttered by
the client]9]. Each credentiat in the client portfolio is characterized :bg unique
identifier !" (¢!, an issuerissuer(c), a set ofattributes attributes(!), and a
credential typetype(c). The type of ecredentialdetermines the set @lttributesit
certifies Credential types are traditionally organized in a rodiedarchy, where
intermediate nodes reped abstractions defined over specifi@dential typeshat



correspond tahe leaves of théierarchy[3]. Formally, a hierarchyH of credential
types is a pair(T,! ;;,), whereT is the set of all credential types and abstractions
defined over themand! ., is a partial order relationshgn T. Given two credential
types!, andt;, !; <;,!; if !, is an abstraction of;. For instancephoto_id is an
abstraction of credential typeg card and passport (i.e., id _card<y photo_id and
passport! . photo_id). The root of the hierarchy is node *, representing any credential
type. We note that declarations are usually modeled as a type of credsigiedd by

the clientherself. Figurel illustrates an example of a hierarchy of credential types

credential declaration
/\
id credit_card
photo_id insurance dialysis
N
id_card passport

Figure 1 An example of hierarchy of credential types

The hierarchy of credential typés a knowledgeshared betweethe client and the
server.In fact, while a client knows exactly the different instances of credential types
composing her portfolio, the server formulates its reguestr credential types since

it cannot be aware of thestancesomposing thelient portfolio. We note that a client
may possess different credensabf the saméype (e.g., she can have more than one
credit card).

Depending on the cryptographic protocol used for their generation, credeatiaie
classifiedas atomic or non-atomic. Atomic credentials are the most commiond of
credentials used today in distributed systéeng., X.509 certificatgsandcan only be
released as a wholés a consequence, even if an atomic credential cerdifiebutes

that are not required to gain access to a service, if the clieneddoidelease it, these
attributeswill be disclosed to the server. N@tomic credentials have recently been
proposed as a successful approachlitat data disclosure (e.g., -Brove and
Idemix[10],[11]). Credentials generated adopting these technologies permit the client



to selectively releasa subset othe attributescertified by the credentiabé well aghe
existence of the credential itself). Note that the releasa aftribute(or a set thereof)
certified bya nonratomic credential entails the disclosure of the existence in the client
portfolio of the credential itself. Clearly, declarations are-atmmic credentials.

Attributes within credentials are characterized byyae, a name, and avalue (e.g.,
attribute Name of type Name with value Bob), which can either depend only on the
client or on the specific credential certifying @gribute In the first case, thattribute

IS credential-independent since its value is the samadependently from theredential
certifying it (e.g.,Name and DoB are credentiaindependenattribute3. In the second
case, theattribute is credential-dependent since its value depends not only on the
credential holder, but also on the specific instance of the credentififiogrit (e.g.,
attributetype CCNum, representing the credit card numhsra credentiatlependent
attributesince each credit card has a different number)

id!c! Atomic | 1"#$ !c! attributes! c!

MyldCard ! id_card Name, DoB, City

MyPassport passport Name, DoB Country

MyVISA ! credit_card| Name,VISANum, VISALimit

MyAmEXx ! credit_card| Name,AmExNum, AmExLimit

MyDialysis dialysis Name, City

Mylnsurance ! insurance | Name,Company, Coverage

MyDecl declaration | Name, DoB, City, Country, VISANum,
VISALimit, AmExNum, AmExLimit,
Company, Coverage, e-mail

Table 1 An example of client portfolio

For instance,Table 1 illustrates an example of client portfolio composed of four
atomic and three neatomic credentials. In the figure, credentralependent
attributes are in roman, while credentipendenattributes are iwalic.
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Attribute-based access control restricts accessetwer service depending on the
attributesand credentials that the requesting client discloses to the server. The policy
regulating access tgervicesis thaefore defined overattributesand credentials
provided by clientsSince the servanay not know the requesting client and therefore
ignore the credential instances her portfolio, the access control policy is defined
consideringonly the hierarchyof credential types which represents a common
knowledge to the interacting partien access control policy is defined as a Boolean
formula composed of basic conditiotig$ of the form!!"#$ ,! I"#$ ,), whereo is



a predicate operator (e.g., ¥, =), and term, and term, are its operands. The
operands of a basic condition can be either constant values, or (certified or declared)
attributes represented by terms of the fdrh, where! is a variable representing a
credential anda is the name of the attributeFor instance,basic condition
Coverage>10,000 USD requires thathe coverage offered by insurance is higher than
10,000 USD to access thservice The server may also defimestrictions on the type
of credentials that should ciytthe requestedttributesand/orrequire that a set of
attributesin the policy are certified by the same credentidls an examplepolicy
("#$ | c)=insurance) A (c.Company=OAO) (c.Coverage>10,000 USD) requires that
attributes Company and Coverage are certified by the same credentlal of type
insurance.

)=)'$8<:6'+4>763?6375
Since clients and serveoperatingin open environments are assumed to be unknown
to each other, themteract to the aim of building a trust relationship that perthis
client to gain access to a service offered by the server. This trust relationship is built
step by step through the exchange of credenti®@sce credentials may certify
sensitive information, their release often regulated like for services, by aess
control policies Usually, these conditionsequire the releaseby the counterpart of
another credential (or set thereoAs an example, aiser agrees to release the
certificate stating hedialysis condition to a servenly if the serveproves (through a
certificate) to be a medical institutioar a pharmacy recognized by the Health
Ministry.

To gain access to a service, the client and the server must then find a sequence of
certificates exchange, calledrategy, satisfying the accesscontrol policies of both
parties.For instance, with reference to the above example, a successful strategy that
permits the user to buy the medicine of interest considiseofollowing steps:i) the

patient sends her request to the pharmagcyhe phamacy answers with a request for

a certificate proving that the user hmsephrologicaldiseasgiii) the client, in turn,

asks the pharmacy the certificate proving that ree®gnized by the Health Ministry;

iv) the pharmacy releas to the client theeguested certificatey) the clientthen
discloses to the pharmacy her dialysis certificajefinally, the server grants access to

the service Different approaches have been proposed in the literature to the aim of
identifying a successful trust negaiton strategy
(e.g.,[1],[21],[23],[24],[30],[31],[33].[34]) that depends not only on the policies
defined by the parties arah the credentials at their disposal, but alsdlair choice

of disclosure/notdisclosure of their data. As an example, an eager strategy would



disclose a credential as soon as the policy regulating its release is satisfied, while a
more parsimonioustrategypermitsthe release of aredential only ifthere exists a
successful strategy that will finally grant the clientaccessto the service. It is
interesting to note that, given the policies and credentials of the interacting client and
serverthere may exist more than one successfatey. For instance, with reference

to the portfolio inTablel, policy (I"#$ (! )=id) ! (c.DoB<01/01/1994)an be satisfied

by the clientreleasingeither credentiaMyldCard or credentiaMyPassport. Although

all the successfubtrategies may seem equizal, this is generally not true.obh the

client and the server may prefer to release a credential over anotheecansdehey
perceive a different sensitivity levaksociated with the information that credentials
certify. For instance, the client may prefer to releasedeurd over hempassport.

N@)&23456'183A7?;B'18494845}4:
Given the serverrequest, the client needs to determine which credentials and/or
attributesto disclose tosatisfy it. This task becomes harder if different subsets of
credentials and/oattributesin the client portfolio can be used ftolfill the server
policy, since the client needs to choose among thdeally, thechoice shouldbe
driven by the sensitivity level thathe client perceivesfor her credentials and
attributes asshe will be more willing to disclose less sensitive portfobmnponents
It is therefore necessary to provide clients with a flexible and effective system that
automaically determines the release strategy that better sati$fesprivacy
preferences. To this purpose, a flexible and expressive model for representing privacy
preferences needs to be defindée now illustratehe main desiderata thafprivacy
awareacess control system should satif3y.

* Fine-grained preference specification. The privacy preferences associated with
attributesand credentials in the client pfmtio reflect the sensitivity perceived by
the credential ownerfor the personal informationrepresented by the
attribute/credentialThe model should support the definition of privacy preferences
for each instance ddttributeand credential in the cliemgortfolio, meaning that
different instances of the same credential type (and creddepaindenattribute
might be associated with different privacy preferenEes.instancewith reference
to the portfolio inTablel, the client may prefer to release VISA credit card instead
of AmEX.

* [nheritance of privacy preferences. To provide flexibility in the definition of
privacy preferences and a udgeendly mechanism for their specification, the
model should take advantage of the hierarchy of credential types characterizing the
client portfolio. When the client portfolio is composed of a huge number of



attributesand credentials, it might be difficult for théemt to specify a different
preference value for each credential atwlibute Privacy preference associated
with abstractionsof credential typescould however be inherited by all its
specifications, if not overwritten by a more specific preferenagevtius reducing

the client overheadror instancewith reference to the hierarchy of credential types
in Figure 1 and the portfolio inTable 1, the client may specify a single privacy
preference associated with credential typero id, which is automatically
inherited by credential®&/yl/dCard andMyPassport.

Partial order relationship and composition operator. The domain of privacy
preferenceshould becharacterized by a (partial) order relationshiphat permits

to precisely determine whether a given piece of personal information is more or
less sensitive than anotheFhe domainshould also be characterized bya
composition operator , which permits tocomputethe privacy preference value
characterizinghe release of a set aftributesandor credentialsAs an example, if

the domain of privacy preferences is thedqtositive integer numbers, the partial
order relationship could bthe @reater tha® relationship (i.e.,! ), while the
composition operator could be the sum operator fi)e.,

Sensitive associations. In different scenarios, the combined release of taoke
attributesandor credentials is considered more (or less) sensitive than the release
of each portfoliocomponentsingularly takenFor instance, with reference to the
portfolio in Tablel, the client may consider the combined release of attrilduiBs
and City more sensitivehan the release of each of the two attributes, dineie
combinationcould be exploited to infer thdentity of theclient[27]. On the other
hand, she may value the release&’a§ and Country less sensitive than the release
of the two attributes singularly takedue to the dependency between the values of
the two attributesAs a consequence, the model should support the definitian of
privacy preference valuéor the combined release af set of attributesandor
credentialsthat is different from the resuldtf the combination of the privacy
preferenceof the itemdn the set

Disclosure constraints. There are situations where the client needs to specify
restrictions on the combined release of portfalmonponentssince she wants to
keep the association among a subsettiibutesandor credentialonfidential,or

limit their combinedreleaseFor instancewith reference to the portfolio ifable

1, the client may not be willing to release credentBlDialysis togetherwith
attribute DoB, to prevent the server from exploiting this information for data
mining purposes¢e.g., to analyze the age of people with nephrologeadiss)



* Context-based preferences. The privacy preferences associated \aitinibutesand
credentials may vary depending on the context in which their release is requested
(i.e., depending on the requested serviceanah theserverproviding it). For
instance, the client may be more willing to release her dialysis certiticate
pharmacyfor buying a medicinghanto a hotelfor booking a room.

* History-based preferences. The preferenceof the clienttoward disclosing one
credential (attribute, respectively) over another ovay depend on the history of
past interactions with the serveffering the service As a matter of factif the
server already knows tredtributesand credentials releaség the client during a
previous interactionthe client may be more willing to release the same (or a
different) set of portfoliccomponentsFor instancewith reference to the portfolio
in Tablel, assume that the client released credemialtiSA to a server to buy a
service. When interacting again with the same server to buy another service, the
client may prefer to use the same credit card, instead of releasing aleatiale
MyAmEx.

* Proof of possession. Thanks to novel technologies, clients can release proofs of
possession of certificates and proofs of the satisfaction of conditions
(e.g.,[10],[11]). As a consequence, the model should also permit the client to
specify privacy preferences assoethtwith proofs (besidesattributes and
credentials on which proofs amefined. For instance,with reference to the
portfolio in Table 1, the client may consider more sensitive the release abber
than the release of a proof that she is at least 18.

* User-friendly preference specification. The definition of privacy preferences
should be easy for the client, who may not be familiar with access control systems.
As a consequence, it is necessary to igxelients with interfaces that permit to
easily define preferences without introducing inconsistencies.

C)'#48A48'183A7?;B'18494845;4:
With attributebased access control, servers regulate access to their services based on
the attributesand certificategpresented by the requesting clieblpon receiving an
access request, the server needs to communicate to the client the policy that she should
satisfy to possibly gain accewsthe serviceThe access control policy could however
be sensitive and the servaay not be willing to disclose it completely to the client
while thecommunicatiorof the complete policy favors thpgivacy of the client (since
she can avoid disclosing hattributesand credentials if they would not satisfy the
conditions in the potiy), the communicatiorof the attributes involved in the policy
only favors the privacy of the server (since the specific condi@oasot disclosed).
Also, different portions of the same policy may be subject to different confidentiality



requirementsFor instance, assume that a pharmacy grants to clients access to the
online medicine purchase service only if the insurance coverage of ths iglibigther

that 10,000 USD and the insurance company is not in the pharmacy black list. The
pharmacy might nomind disclosing the fact that only clients with insurance cover
greater than@,000USD can access its services, but it does not want to reveal its black
list.

The system managing the disclosure of server policies should satisfy theirfgll
desiderata.

* Disclosure policy. The server should be able to define, at a-§renularity level,
how policy release should be regulated.

* Policy communication. Thecommunication of the access control policy regulating
access to the requested service to the client should guarante@ritreaty
requirements are satisfied atichtthe client has enough information to determine
the set ofattributesandor credentialsshe needs talisclose tgoossiblygain acess
to the servicelt is therefore necessary to define a mechanism that adequately
transforms the access control policy before communicating it to the client.

* [Integration with client mechanisms. The approach desigieto regulate policy
release should be integrated with the one designed to mdhageleaseof
portfolio componentst the client side

Note that in a negotiation process, both the client requesting access to a service and the
server providing it possess portfolio and regulate the disclosure of credentials and
attributes composing #&ccording to their access control policy.
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A solutionthattakes disclosurepreferenceto consideration in attribuleased access
controlhas bee introduced if12]. The authors propose &ssociate aensitivity cost
wlc! with each credentidl in the client (and server) portfoliandwith eachaccess
control policy p regulatingcredentials disclosure and accessdovicesA policy ! is
defined as aBoolean formula over the credentials in the counterpartyOs portfolio.
Boolean variable representing credentiah policy p is frue if ! hasalready been
disclosed, it igalse otherwise.The sensitivity cost associated with credentigbolicy
I, respectively)models how much the credentialOs owjparty who defined the
policy, respectivelyyalues the release of the credential (poli@gpectively) andhe
disclosure of theensitive information that the credential certifieguitively, a client
(server respectively)is more willing to disclose credentia{policies respectively)
with lower sensitivity cost andvice versa she prefers to keep credentigimlicies,
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respectively)with high sensitivity costonfidential For instanceTable 2 (Table 3,
respectively) illustrates an example of client portfolio (server portfolio, respectively)
For each credential, the table repahis policyregulatingits disclosure the sensitivity

cost of the creddial, and the sensitivity cost of it policéonstant value TRUE is

used in policy definition to model the case when the release of a credential is free, that
IS, it is not regulated by a polic{The portfolio inTable2 is a simplified version of

the portfolio inTablel.)

id!! 111 | Policy! regulating! | ! Il
MyldCard 2 TRUE 0
MyPassport 4 TRUE 0
MyCreditCard 10 | POS register 5
MyDialysis 20 | pharmacy register 10
Mylnsurance 15 | pharmacy register 10
Table 2 An example of client portfolio and policies regulating its disclosure
M D) Policy ! regulating ¢ i
MyPOSReqgister 2 TRUE 0
MyPharmacyRegister 5 passport id_card 4

Table 3 An example of server portfolio and policies regulating its disclosure

The goal of the client and the server engaging a negotiation protocol is that of
minimizing the sensitivity cost of the credentials and policies exchanged during a
successful negotiation strategy. This optimization problem can be formulated as
follows [12].

Problem 1: Minimum Sensitivity Cost problem - Let !, be the setof server
credentialsand services!, be the setof policiesregulating the disclosure cferver
credentials and accessgervices!, bethe setof client credentials! . be the setof
policiesregulating the disclosure ofientcredentials! "', ! !, 1 1, 1 1,1 1 bethe
sensitivity cost functionand! ! !, be the service requestetly the client And an
exchange sequence of credentials and policies such that:

1. sisreleasedo the client;

2. the policy regulating the disclosuref each credentialreleased to the
counterparts satisfied beforeredentiakelease;

3. thesum of the sensitivity costs of released credentials and policies is minimum.

The problem of computing a Minimum Sensitivity Cost strategy ishiifél[12] and
therefore any algorithm that solves it at optimum has exponential cost in the size of its
input (i.e., the number of credentials and policies!jri !, ! 1, 1 1), In[12] the

11



authors propose two different heuristic approaches for computing a good (although
non @timal) solution to the problem. These heuristics have polynomial computational
complexity and can be adoptedhen policies can be freely discloseshd wha they

are associated withsensitivity cost, respectively.

+75D45:363A4"' 1723;34:The solution proposed for the simplified scenario where
policies are not associated with a sensitivity cost (i.e., taeybe freely releasgds
based on the definition of @olicy graph modeling thepolicies regulating credential
disclosureat both the client and server sidepolicy graph! V! 11 1 is defined asa
weighted graph with:

e avertex , for each credentidlin! ! !,;

* avertex!, for each service in! (;

e avertexv, for constanvalueTRUE;

e avertex! for each disjunction in the policigsgulating credential release;

* an edggw;,!;), with v; andv; vertexes representing credentigithe release
of the credential represented byis a necessargonditionto gain access tine
credential represented Iy,

* an edge!!,!;), with !, a vertexrepresenting a credential ahd a vertex
representing a disjunctipnf v; is one of the clausesf the disjunction
represented by;.

The weight ofa vertexrepresenting a credentiaébrresponds to the sensitivity cost
of the credentialit represens, while other vertexes do not have weighEor
instance,consider the access control policiesTiable 2 and Table 3 and service
MedicineBooking, regulated bypolicy p = dialysis Vv (id card N (credit card !
insurance)). Figure 2(a) illustrates the policy graph modeling tlecess control
policiesin the system.

12
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Figure 2 Policy graph for ghae) policies inTable 2 and in Table 3 (a), and Minimum D(i?(zcted Acyclic graph for the
MedicineBooking service (b)

The first $ep of the negotiation process consigtsdisclosing the policies regulating
credentialrelease and access to services at the client and at the serverhsgde
information permitsto carectly build the policy graphNote that this disclosure is
permitied thanks to the assumption thaolicies are not sensitiven this simplified
scenario The minimum sensitivity cosproblemthen translatesnto the equivalent
problem of determining &finimum Directed Acyclic Graph for the policy graph,
starting atvertex v; (representing valueTRUE) and ending at thevertex v
representing the requested serndc&ormally, a Minimum Directed Acyclic Graph is
defined as follows.

Definition 1: Minimum Directed Acyclic Graph - Let! (V,!,! ! be a policy graph,
vy bethe vertex representing value TRUE, andethe vertex representirggrvices.
A directed acyclic graph starting 'at and ending at, is a subgraph! 't it i1 of

I such that:

1. !lis acyclic;

2. vyl 17

3. T(w,' ) A,v; €V

4. A(v,,v) € A',v; €V

5.V, €l 11, 1)), where(!, |!,)is a path starting &, and ending at,;
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6. L1, 117 tiylll €A, wherev, represents a credentialv,!,) € A, v; €
/4
7. 16" "A",w) that satisfies all theprevious conditions and such that

ZUEV!IW(U)! Z!!!,! Tvl,

It is easy to see that a directed acyclic graph startihg ahd ending at, represents
a successful negotiation strategy for serVic&herefore, theninimum sensitity cost
problem and the problem of computing a minimum directed acyclic graphvioex
v to vertexv, are equivalent. The heuristic algorithm proposed #j is based on a
variation of the wetknown Dijkstra algorithm[14]. In [12] the author&xperimentally
prove that the proposed algoritheomputs an optimal solution irmost cases.For
instance, consider the policy graph kigure 2(a) and assume that the client is
interested irthe MedicineBooking service.Figure2(b) illustrates a Minimum Dected
Acyclic Graph forthe MedicineBooking servicewith cost 14 where the vertexes and
edgedn the policy graptihat also belong tthe Minimum DirectedAcyclic Graph are
in black, while the other vertexes and edge are in.gray

#45:363A41723;34:)The solution proposeth [12] for the more complex scenario
where both credentials angblicies regulating their release are associated with a
sensitivity cost idased on greedy strategy that consists of two steps. During the first
step, the interacting parties adopt an eager strgtegy each payt discloses to the
counterpart the name ofcaedential as soon as the policy for its release is satigied)
mutually exchange the name asensitivity cost associated witlhedentials that could
be useful for identifying a successfutgotiationstrategy with minimum cost. If this
first step findssuch astrategy the client and the server stdtie second stepf the
protocol which consists in enforcing tlerategydiscoveredduring the first steptor
instance, with reference to the policy graphrigure2(a), the first step consists of the
sequence of releasdkistrated inFigure 3. First, the client and the server reveals to
each other the name and sensitivity costretlentials whose release is not regulated
by a policy, that isMyldCard and MyPassport for the client and//yPOSRegister for

the server. These releases satisfy the policy regulating the releds€eti/itCard at

the client side andVyPharmacyRegister at the server sidewhose names and
sensitivity costs ardisclosed.These releases, in turn, satisfy the policies regulating
the disclosure of credentialgylnsurance andMyDialysis at the client side and service
MedicineBooking at the server sideThe exchage thenrepreserd a successful
negotiation strategyNote thatthe edgesin Figure 3 are labeled with the cumulative
sensitivity cost of the negotiation procesg (eVyCreditCard is associated with cost
12 = w(MyCreditCard) + w(MyPOSRegister)). The successful negotiation strategy

14



computed by the first step ienforced during the second step of the protocol
Therefore, the server first discloses credeiaPOSRegister and the client releases
MyldCard. When the client receives the credential from the server, she discloses
MyCreditCard, thus gaining access tthe MedicineBooking service. The overall
sensitivity cosbf the strategy i44.

Client Server

L
/VPCZSSpO},-[(éi)

Figure 3 Sequence of exchanges between the client and the server to determine a successful negotiation strate:

,G45" *:<4: ) 1t is interesting to note that, although effective, tmedel and
algorithmsproposed irf12] suffer from some limitationsA first drawback is that &
proposed approach assumes thatdisclosure of access contpalliciesdoesnot need

to beregulated, while also policy release ynlae subject to restriction#lso, this
solution assumes that the objective of a privassare negotiation protocol is that of
minimizing the overall sensitivity cost of credeigiand policies disclosed during the
negotiation processHowever, the goabf the two parties may be differenfor
instance with reference to our examplthe pharmacyoffering the MedicineBooking
servicemay not be interested in minimizing the sensitivity costhafpolicies and
credentialdt needs to disclose to offer thergice. On the contrary, the patient wants
to minimize the sensitivity cost dle credentialsshe mustdisclose to the pharmacy
We also note that thmodelin [12] does not satisfy all the desiderata illustrated in
Section2 to supportprivacy preferencem attribute-based access contsdenarios. In
fact, it only supports the definition of privacy preferences as sensitivity costs, which
have a numerical domain characterized by a total order relationship ji.@nd by a
composition operator (i.e., +).
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The problem of minimizing the amount of sensitive information disclosed by a trust
negotiation protocol has beaiso addressed if82], whee the authors propose a
point-based trust management model. This model assumes that policies regulating
access to servicesdrelease otredentiat are based on the definition of quantitative
measuresMore precisely, the server associates a nunplseof points with each
credential type. This value represents the trustworthiness perceived by the &arver
the credential issudr.e., credentials issued by a more reliable party will be associated
with a higher number of pointnd vice versa To redrict the access to its serviges

the server then associatashreshold t!'! with eachservice To gain access to a
services, the client must disclose a subset of credentials in her portfolio such that the
sum of the points of the released credenimlsigher than or equal to the threshold
fixed by the server fos. Analogously the client associatespaivacy score ps with

each credential in her portfolio, which represents how much she values the release of
the credential to an external servereTiigher the privacy value of a credential, the
lower theclient willingness in its releasé\s a consequence, a client who is interested

In accessing a service must determine subset of credentials her portfolio that
satisfies the thresholitked by the server fos, while minimizing the privacy scoref
released credentialdable 4 illustrates an example of points and privacy scores
associated by the server and the client, respectively, to the credentials composing the
clientOs portfolio.

id_card | passport | credit card | dialysis | insurance
pt 1 1 2 3 2
ps 2 4 10 20 15

Table 4 An example of pointspt and privacy scores" associatedby the server and the client, respectivelyto the
credential in the client portfolio

Since theserverpolicy might be considered sensitive, the server does not reveal the
threshold associated with its services to the clidnalogously, the clientdoesnot
reveal to the counterpart the privacy scores she associates with the credentials in her
portfolio. As a consequence, when a client requests access to a service, she needs to
identify a subset othe credentials in her portfolio that satisfies therverthreshold
(i.e., the access control policy regulating the release cfahecg without knowingit
and without revealing to the server credentialsO privacy sddoes. formally, the
Credential Selection problemis an optimization problem that can be formulated as
follows [32].
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Problem 2: Credential Selection problem - Let ! ! {!,,...,c,! be the set of
credentialan theclient portfolio; I" (type(c;)) bethe points associated by the server
with credentialtype type(c;), i = 1,! ,n; ps(!,! bethe privacy score associated by
the clientwith credentialc;, ! = 1, ...!n; s bethe servicaequestd by the clientand
thr bethe release threshold associated withind asubsetD < C of credentialsuch
that:

1. Y ppt(type!!!l > thr;
2. AD' € C s.t.Y..cp ptitype(c)) = thr and), ¢p, ps(c) < X.ep ps(c).

The first condition states that the subset of credentials in dlent portfolio must
satisfy the server policy, while the second condition states that the sensitive
information disclosed is minimuntor instance, with reference to the points and
privacy scores inTable 4, let us assme that the server offering servide
(MedicineBooking in our example) defines a threshattdr=3. The release of her
id_card and of hercredit card permits the client to gain access to the service of
interest pt(id _card) + pt(credit card) = 3 = thr), while minimizing the overall
privacy score of released informatigrs(id_card) + ps(credit _card) = 12).

-B5?13;'187>8?1135>'12>7836JI )'The Credential Selection problem is {KBrd

and can be rewritten into a knapsack problesnere each credgal ¢ can be inserted
into the knapsack with weight !!"#3$ (¢)! and value" !¢) [32]. Since the knapsack
algorithm maximized the value of the items inserted in the knapsachtisfy its
capacity, while the goal of the client is that of minimizing the sensitivity of the
credentials necessary to reach the threshold of intghessolution to the credential
selection problem isomputed by inserting in the knapsack those credentials that will
not be released. Intuitively, the knapsack problem is complementary to our problem
and thereforehte approachn [32] finds the complementary solution to t@eedential
Selection problenby exploiting a known dynamic programminglgorithm for the
knapsack problerfi4]. The knapsack capacifC is computed athe complementary

of the threshold fixed by the server with respextthe clients portfolio, that is,
"ol Yo pt(M"#$ 1c)) — thr, which is the difference between the sum of points
associated with credential typiesthe clientOs portfoliand the threshold fixed by the
server to gain access to tlservice With reference to the example abovél =

' 1+2+3+2)—3=6.

The dynamic programming soloh to the knapsack problem is based on the definition
of a matrixM with n + 1 rows, wheren is the number of items that can be inserted
into the knapsack (i.e., credensiad our scenario), anfiC + 1 columns.All the cells
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in the first row andn thefirst column of the matrix are set to zgiee.,! 1111 1]
i=1!,..,n,and! 11 1]1=0,j=0,..,KC). The value of the other cells in the matrix
Is computed according to the following formula:

Mli.j] = {!"# ey Ml —1,i — pt(e)] + ps(cy)), j = pt(type(c;)))

The values of the cells in the matrix are computed, in the order, starting from top to
bottom and from left to right (i.e.,ynncreasing value of andj, respectively. Each

cell in the matrix represents the total value of the knapsalmlained inserting (a
subset) of the items preceding the current element in the matiniaut exceeding the
knapsack capacityit is obtained as the current value of the knapsack eithlerding

or not including the current element.

0 1 2 3 4 5 6
0 0 0 0 0 0 0 0
id_card 0 2 2 2 2 2 2
passport 0 4 6 6 6 6 6
credit card 0 4 10 14 16 16 16
dialysis 0 4 14 20 24 30 34
insurance 0 4 15 20 29 35 39

Table 5 An example of dynamic programming matrix for the portfolio in Table 4

Table5 illustrates the matrix computed considering points and privacy scofebla

4, The first row in the matrix represents an empty knapsack. Cells
Mlid card,1],E, M[id card,6] in the firstrow model the insertion of credential
id_card in the empty knapsack. As a consequence, the knapsack has weight 2. Cell
M|passport,2] is obtained by comparing the solution represented byiedl card,2]

(which models a knapsack including onlyd card) with the solution

M([id card1|U{passport} obtained by inserting alsocredential passport into the
knapsack. The weight of the two alternative solutions is, respectively, 2-+awb.

Since 6>2 M|[passport,2] is set to6 andit represents knapsack including credentials
id_card andpassport. The other cells in the matrix are computedhe same way

The optimal solution to the knapsack problem is represented by the value in cell
L 1 which represents the value of the knapsack obtained trying to insert all the
candidate elemenis the knapsack without exceeding its capacily determine the
elements that belong to tlptimal solutionjt is necessary to keep track of which item
has beeninserted at each stepor instance, consider the matrix Trable 5, cell

I' [insurance,6]=39is as the sum of the cells in gray in the table, that ispresenti
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solutionincluding credentialgassport, dialysis, andinsurance. Since the credentials
included in the knapsack are not disclosed, the credentials disclosed by the client to
gain the access ai@ card andcredit card that, as already noted, satisfy the threshold
fixed by the server fathe MedicineBooking servicewhile minimizing privacy scores.

The traditional dynamic programming algorithm described above for the knapsack
problem assumes that the client knows the points assigned by the server to credential
types (or that the server knows the privacy scoresthieatlient associatewith the
credentials in her portfolio). Since this assumption does not hold in the considered
scenario, irf32] the authorspropose to enhance thmasic algorithm to permit the

client and the server to interact with each other for computing a solution to the
knapsack problem withodihe need for the client and the serveraweeal to each other

their secret parameters. The proposed solution cowsiatsecure twaity dynamic
programming protocol, whichelies on hanomorphic encryption to provide privacy
guarantees to sensitive informatid®],[25].

,G45' *::<4: )’ The model and algorithm introduced [B2] suffer from different
shortcomings.First of all, tie client and the server must share, as a common
knowledge, the set of possible credentials on which the negotiation process should be
based Suchknowledgemay however put the privacy of tiserverpolicy at risk.The
proposed modealso assumes that thaccess contt policy defined by the server
consists of a threshold value, bhat many realworld scenarios the server needs to
define moreexpressive policies. Furthermorlgetfocus of the proposal, as well as the
model in [12], is more on the negotiation process than on the management of the
privacy preferences of the interacting parti&€se solution if32] represents however

an important step towards the definitionagprivacyawareaccess control modedyen

if it doesnot satisfy all the desiderata described in Se@idn fact, this approach

only supports the definition of privacy preferencespasacy scoreswhich have a
numerical domain characterized by a total order relationship &p.and by a
composition operator (i.e., +).

C) K,F*&!K DI#0-'H*+*H!K'&%0-0+$*IK'-*#&K,#.%0 ‘

The solutios in [12], [32] are based on the assumption that privacy preferences can be
expressed as numerical values, defined over a domain characterized by a total order
relationship an@nadditive operator. While th assumption permits to easily integrate
privacy preferencewith traditionalnegotiation processethie usability of the resulting
system may be limitedn fact, it might not be easy for the final user to express her
privacy preérences through numeri@lues, also because tlagoption of numeric
preference valuemay cause unintended side effg@g.,dominance relationships are
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not explicitly defined, but are implied by the values assigned to the portfolio
components). To overcome these limitatioms[22] the authors propose to adopt
qualitative (insteadof quantitativg preference value§ he proposedsolution is based

on the assumption thatedentials aresingleton (i.e., certify one attribute only) and
thatthe policy defined by theserveris publicly availableThe goal of the approach is

to determingamong the successful negotiation strategies, the one that bettéheuits
client preferences (i.e., the set of credentials that minimizes the amount of sensitive
information disclosed to the server to gain access toetipgested servigeWhen the
number of successful strategies is limited, the client can explicitly choose theeone sh
prefers. However, when the number of credentials in the client portfolio increases and
the server policy becomes complex, the number of successful trust negotiation
strategies may grow quicklizor instance, assume that the client portfolio is composed
of credentials {ame, DoB, City, VISANum, VISALimit, AmExNum, AmExLimit,
Insurance, InsCoverage, Dialysis}, and that the policy regulating access tte
MedicineBooking service is (§ame AN (DoB Vv City) V Dialysis V Insurance) N
((VISANum A VISALimit) V (AmExNum N AmExLimit) V (InsCoverage A DoB)). There

are 12 strategies that satisfy the access control pdtiag. therefore necessary to
define a mechanism that permits to exploit qualitative disclosure preferences defined
by the client to limit the numlbeof strategies among which she is explicitly asked to
choose.

L <?236763A4'18494845)45iven the seC = {c,, ..., c,} of credentialsn the client
portfolio, the release of a lsset of credentials is modeled as a binawgimension
vector D, whereD[i] =1 if ¢; is released andl !!l' I | otherwise,!'! !'Il . For
instance, with reference to the previous examp#hle 6 summarizes the subsets of
portfolio credatials satisfying the policy regulating servicledicineBooking.
Disclosure! ; represents the release ddme, DoB, VISANum, VISALimit}.

D
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o
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o
o
vy)

City |[VISANum |VISALimit |AmExNum |[AmExLimit |Insurance|lnsCoveragegDialysis
0 0 0

=
=
o
o
o
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O|O|0|0O|0|k |k |kr|O|O
el Jlellell Dllellell lelle]
el Jlellell Jllellell Jlelle]
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Table 6 Disclosure strategies that satisfy the access control policy of servitfedicineBooking
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The model proposed [22] permits to specify privacy preferences at different
granularity levels Dominance relationshid , defines disclosure preferences for
credential I';. Usually, credentiallevel preferences state that>; 1, i=1,! !,
meaning that the client prefers not to disclose creddntidlb compare the disclosure
of different subsets ofredentialsin the client portfolio,credentiallevel preferences
are composed according to tRereto composition operator! . A disclosure set
dominates, according to the Pareto composition, a disclosuré, siét for each

credential', in the portfolio, eithed ([!]! , !, [']or![']! !, ['], meaning that ,
releases a proper s@hf the credentials ih,. For instance, consider the disclosure
setsinTable6,!, ! , !, since! \ [I"# [! s ! [!""# ], thatis}!, ! !, ! {DoB}.

The most inkresting kind of preferences modeled by the solutig@2his represented
by amalgamated preferences, which compare the releasessts ofcredentialghat are
not related by a subsebntainment relationshipAmalgamated preferences are of the
form!, — ¢;, meaning thathe client prefers to release credentiabver credential

¢;. This preference defines dominance relationship, denoteelg']f)})(o’”, among

disclosure sets. More formally, disclosure Bedominates, accordingy amdgamated

preference, ! !, disclosure set, if !,/ [!I]!V U, b [rpr v b i vonrgtron,
and!  [']=1"!,[t], forall! ! I, 1 1 I For instance, consider the disclosure sets in
Table 6 and amalgamated preferencensurance ! Dialysis, then

by ::L;)/L ;i..!.( rasverg | 1 Since they both disclose credential¥SANum and
VISALimit, but ! . releaseslnsurance while !, releasesDialysis. Analogously,
T ::Lé;/l,;'( ragveerg |1 and!yp ! :,'Lé;);'( rasveerg | - NOte that the binary sub

vectors on the top of the dominance operator caanlyepair ofbinary subvectorsof

the same lengttAmalgamatedreferences can lm®nvenientlyrepresented through a
graph whose vertexes model credentials and whose edges represent disclosure
preferences among themlote that, to avoid inconsistencies in the defomtiof
privacy preferences, the disclosure graph must be acy¢le.modelin [22] permits

also to specify conditions associated with preferensesaning thaia dominance
relationship holds only ithe associated condition is satisfied (e.g., only if a given
credential haslready been disclosedjor instance, the client may prefer to release
credential Insurance over her Name if credential InsCoverage has already been
released(since the server is aware of the fact that the client has subscribed an
insurancg These condions are graphically represented lapelsassociated witlhe
edgesof the preference graplrigure 4 illustrates an example of graph representing
amalgamated prefences for the portfolio in our exampleonsider the disclosure sets
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in Table 6, according to the preferences in the graph,>.," ), and

by ! ::;",:L;, I'y since the disclosure dboB is preferred to the disclosure Gfty.

Also, ! 1 userem mus 1 |1 Since credentialnsCoverage hasalready been released
and therefore the client prefers to relehserance instead ofVame.

4/I:)OB\A VISANuUm

Insurance City AmEXNum

I InsCov o

) ) VISALImit
Dialysis Name

AmEXxLimit

Figure 4 An example of a set of amalgamated preferences

Both the dominance relationship defined by the Pareto composition and the dominance
relationshipsnduced by amalgamated preferenpesmit to comparelisclosure sets
that differ only for the release dhe subset of credentialsn which the dominance
relaionship has been defineHowever, it may happen that two disclosure seta@an
be comparedconsidering one dominance relationship only, but teybe compared
combiring two or more disclosure preferencé®r instance, consider the graph in
Figure 4 and the disclosure sets able 6. Disclosure set$, and!, cannot be
directly compared, but it is immediate to see thatdominates! , by combining
amalgamated preferencddlSANum! AmExNum and VISALimit'! AmExLimit. In

fact, ! | discloses thattributesof VISA credit card, whild |, discloses thattributes

of AmEXx credit cardIn [22] the authors propose tocrementally composeertificate

level and amalgamatepreferencesThe transitive closure of all the preferences in the
system permitdo define acomplete preference relationship, denoted! ! , which
summarizes all the preference relationships expressed bblighe As a cosequence,
given the access control polityregulating the release of the servieguested byhe
client, the approach if22] permits tolimit the set of succefid disclosure strategies
among which the cliembeeds tochoose. In fact, the choice can be restricted to the
optimal disclosure sets, that is, to the sets of credentials in the client portfolio that
satisfy! andthatare not dominated by anothdisclosure set that satisfids More
formally, the sebf optimal disclosure sets is defined as folld22].
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Definition 2: Optimal Disclosure Sets- Let! I 11,1l 11,1 be the set of credentials
in theclient portfolio; ! betheservice requested by tledent;! bethe access control
policy regulating the release bf ! ! {!,!! 11, } bethe set of disclosureetsthat
satisfy! , with! , I I 11 111 1> and! | bea complete preference relationship over
| . An optimal disclosure sét,, of I wrt! ! is defined as! ,, ! !l I [ 111"]

I I

The disclosuresetsin ! ,, are optimal and cannot be compared with respect to the
disclosure preferences defined by the client (i.e., they are equivalent according to
client preferences). To finally decide which set of credentials to disclose to the, server
theclient needto cho®e, among the negotiation strategie®in , the one she prefers

to disclose. For instance, with reference to the disclosure sdtabie 6 and the
preferences ifrigure4, D, . = {D;, D;y, D12}

,G45" *::<4: ) The solution proposed if22] has the great advantage owre
approachesdiscussed in Sectidh and in Sectior3 of modeling and managing
gualitative preferencesn fact, it permits to specify privacy preferences at the attribute
granularity, and it defines a partial order relationship damlifferent composition
operators over the domain of privacy preferenttesiefore resulting easy to use for
the client However,it still needs to be enhanced to comply with all the desiderata tha
a privacyaware access control system should satigbge Sectior?). The main
shortcomingfrom which the proposal i[22] suffersis that it requires theclient
intervention in the choice of the set of credentials to disclose among the successful
strategies in the optimal sétlso, the proposed model assumes that each credentials in
the client portfolio certifies one attritrionly, while often credentials include a set of
attributes that cannot be singularly relea@exd, atomic credentials)

M) 1%*E!&N'1%000%0+&0#*+'&%0-0+$*IKD#0-*+$0%!&$*,+# '

The first solution that formally models the client portfotm permit the cliat to
specify finegrained privacy preferenceas well as constraints on the disclosure of
portfolio componentshas been proposed [i8]. One of the main advantag of the
portfolio modeling in[3] is that it permits to represent both atomic and-atmmic
credentials, declarations, and the attributes composing, tblearly distinguishing
between creenhtialdependent and credentiabdependent attributes.As a
consequencedhis modelingpermits to easily associate privacy preferences with each
credential and attributa the client portfolio More precisely, the client pddiio is
modeled as a bipartite gragh(V, U V,, E;,) with a vertex for each credential and
each attribute in the portfolio and an edge connecting each credential to the attributes it
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certifies. It is important to note thatach credentiahdependentattribute is
represented by a vertex éh while each credentiependenattributeis represented
by several vertexes (one for each credential certifyingFiby. instance Figure 5
illustrates the graph representing the portfolid able1, wherewe distinguish atomic
credentials by attaching ahé edgesncidentto the vertex representing the credential
to a black semcircle. The label of vertegs representing credentiats of the form
id:type, whereid is the identifier of the credenti@nd snype is its type.The label of
vertexes representirgtributes is of the formame:value

Name:BobSmith

| MyldCard:id_card

‘ MyPassport:passport

‘ MyVISA:credit_card

‘ MyAmEx:credit_card

‘ MpyDialysis:dialysis

‘ MyDecl:declaration ’

Figure 5 Portfolio graph of the portfolio in Table 1

#45:363A36B'K?PYPhe client can define her privacy preferences at a@ranularity
level by associating aensitivity label with each credential and attribute (or
combinations thereofin her portfolio. These labels represent how much the client
values the disclosure difie portfolio componentsThe domainA of sensitivity labels
can be anyset of values characterized lay partial order relationship=, and a
composition operatafd. This generic definition of ensitivity labelscapture different
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methods forexpressing preferences. For instance, sensitivity labels could be positive
integer values, where the order relationshifs the traditional > relationship andhe
composition operatozan either be the sum (i.e., +) or fmaximum.In the example,

for simplicity, we will consider numerical sensitivity labelsabeling functiona
associates a sensitivity label Asnwith each credentiat, with each attributez in the

client portfolio, and possibly with subsets there&igure 6 illustrates the portfolio
graph inFigure5, extended by associating each vertex with its sensitivity labdbyand
including newvertexesthat representissociations and disclosure constrairfitse
semantics of thesensitivity labels associated with portfolio componentsan be
summarized as follows.

* JA(a): defines the sensitivity of attribute singularly taken and reflects how
much the client values its disclosurgor instance, with reference to the
portfolio graph inFigure 6, A(VISANum) = A(DoB) sincethe client considers
the number of her VISA more sensitive than her date of birth.

* A(c): definesthe sensitivity of thexistence of credentialc. This labelreflects
how much the client values the additional information carried by the credential
itself, independently from the attributes it certifiesr instance, with reference
to the portfolio graph in Figure 6, A(MyDialysis) reflects the sensitivity
associated by the clientith the credential certifying her nephrological disease,
independentlyfrom the fact that this credential also de8 attributesName
andCity. Clearly, he existence of the credential itself has a sensitivity that goes
beyond the demographical information it certifies.

The sensitivity label associated with the combined release of a set of credentials and
attributes generally corresponds to the composition through opefataf the
sensitivity labels of each portfolio componentthe released seFor instance, the
release of atomic credentidlfyldCard has sensitivity label (MyldCard) @ A(Name)

@ A(DoB) @ A(City). There arenowever cases whethe combined release of some
portfolio components may cause a higher or lowéormation disclosurethan the
sensitivity lakel obtained composinghe labés of the releasedcredentials and
attributes To capture these situations, the moddBinpermits the client to specify
sensitivity labels for subsets of portfolmmponents representing how much the
client values the release of thesociation of their values.The sensitivity labels of
associations must then be considered when composingetistivity labels of the
attributes antbr credentials in the associatian Graphically, associations are
represented by additional vertexes in the portfolio graph, connected to the attributes
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and/or credentials composing the associatibnparticularthe following two kindg of
associationare modeled

» Sensitive views model situations where the combined release of a set of
portfolio componentscarries more information thanthe composition of the
sensitive labels of itsomponentsFor instance, with reference to the portfolio
graph inFigure6, A({ DoB,City}) =4 models the additional sensitivity carried by
the combined release of the two attributes.

* Dependencies model situations where the combinetease of a set of portfolio
componentgarriesiess information tha the composition of the sensitive labels
of its componentsFor instance, with reference to the portfagiaph inFigure
6, A({ City,Country}) =-2 represents the sensitivity to be removed when the two
attributes are released together, since the knowledge dfithevhere a user
leaves permits to easily infer h€ountry. The sensitivity label associated with
a dependencyA = {ci,...,cj,ak, ...,al} can assume any value, providdte
sensitivity label of the combined release of all thedentials and attributes
A dominates the sensitivity labef the most sensitiveelement inA (i.e.,

<2
MyldCard:id_card Name:BobSmith
‘ ///»«1

MyPassportpass ( M Q4]
Passport:passp //7[/%‘\“‘“@
it /I//”@« “
MyAmEx:crednca } ""{,' ) K:«m

<5]
///"’
Wt 2]

MpyDecl:declaration | e-mail:bs@a

Figure 6 Portfolio graph in Figure 5 extended with sensitivity labels, associationspd constraints
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In addition to sensitivity labels associated with credentaiibutes and subsets
thereof, the client may need to specify disclosure constraints that cannot be expressed
through sensitivity labels. To this purpose[4hthe authors extend the original model
introduced i3] with the following two kinds of constraints

» Forbidden views represent subsets of portfolammponentsvhose combined
release is prohibited-or instancewith reference to the portfolio graph in
Figure 6, forbidden view {DoB,MyDialysis} prevents the combined release of
attribute DoB and credentiaMyDialysis and is graphically represented by a
crossshaped vertex connected with the attribute and credential in the
constraint.

* Disclosure limitations represent dusets of portfoliocomponerd characterized
by restrictions of the formr most n elements in the set can be jointly disclosed.
For instancewith reference to the portfolio graph Higure 6, disclosure
limitation {Name,City,Country,e-mail} , permits to release at most two attributes
in the set and igraphicallyrepresented by erossshapedvertex with label 2
andconnected witlall the attributes in the set.

-3:;,27:<84 )Given theclient portfolio, it is important to note that not all the subsets of
portfolio components represent a valid disclosure, that is, not all the sets of credentials
and attributes can be communicated le server to gain access to tegjuested
service First of all, a subsd? of portfolio components representdiaclosure only if

it satisfies the following three conditions.

1. Certifiability: each disclosed attribute is certified by at least a credential, whose

existence is disclosed as well (ixg ! ! T Do o ggoe&™ ().
2. Atomicity: if an attribute certified by an atomic credential is disclosed, all the
attributes in the credential are disclosgde., !!'! ! 1HITH js atomic,

LT I™AES%R&™M((I)!I T ).

3. Association exposure. if all the attributes and/or credentialsomposing an
association are disclosed, then the association itself is disclosed (i.e.,
rrr et then! 1),

These conditions permit to easily take into account both atomic and-amic
credentials, as well as associations, in the computationhefsensitivity label
characterizing the disclosure of a set of credentials attributes For instance,
considerthe portfolio graph irFigure6. An example of disclosure is represented in
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Figure7(a), where released elements are reported in black whilegleased elements
are reported in grayFigure 7(b) represents instead a subset of the portfolio
components that does not represent a disclosure, since it violates the above properties.
The sensitivity of a disclosue! is computed by composing the sensitivity label of all
the credentials, attributes, and associations composikgriinstance, the sensitivity
of thedisclosure inFigure7(@)is! (! ) = ! (MyPassport) + (MyVISA) + ! (MyDecl) +

I (Name) +! (DoB) +! (VISANum) + ! (VISALimit) +! (e-mail) + ' ({ Name,DoB}) = 4
+8+0+5+3+10+ 15+ 2 + 2 = 4@.disclosure is said to beu/id if it does not
violate disclosure constraints. Only valid disclosures can be reldasehstance, the
disclosure inFigure 7(a) is valid, while the one ifrigure 7(c) is not valid since it
violates forbidden viewBoB,MyDialysis}.

Given the server policy regulating the disclosure of the service of interésis
necessary to determinenanimum disclosure (i.e., a valid disclosure with minimum
sensitivity label) satisfying . In[3], the authors assume that serveliqes are

formulated as Boolean formulas composed of terms of the tdtm!! !! 3} in
disjunctive normal form. A clausé!!! !l I/l in the server policy requires the
disclosure of a credentidl of type ! that certifies attributed!,!! 1,1, A valid
disclosure D satisfies a termg!!!!H 1, §f v rnmmrgg (1) ., ! and

tere e 1m#$9%&™((1). For instance, assume that the policy regulating access to
the MedicineBooking service isid.{Name} | credit card{Name,Number,Limit} !

*{ DoB,e-mail}. The disclosure irFigure7(a) satisfies the policy and grants the client
access to the requested servieemtid.{ Name} is satisfied by the release of attribute
Name from credentialMyldCard; term credit _card { Name,Number,Limit} is satisfied

by the release of atomic credentld)VISA4; and term *.{oB,e-mail} is satisfied by

the release of attribut®oB from credentialMyldCard and by the declaration of
attributee-mail. Formally, the minimum disclosure problem can therformulated as
follows.
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Figure 7 An example of valid disclosure (a), arbitrary subset of portfolio elements (b), and non valid disclosure (c)

Problem 3: Minimum Disclosure problem - Let ! !

o

credentials in thelient portfolio; !

111 be the set of

} bethe set of attributes in thetient

portfolio; (! !! .,) be the hierarchy of credential typek; be the set of sensitive
associations! bethe set of forbidden views; be the set of disclosure limitations;
be the labeling functionand! be the serverpolicy. Find a subset <! u! such

that:
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1. VP D LI s e I"#$%&™ (11! (certifiability);

2. I'11 DIsll js atomic,! a € attributes(!)!! ! | (atomicity);

3. 'xe! ,x! ! therlA € D(association exposure);

4. | feF!l 1 | (forbidden views satisfaction);

5., eL!Al ! runme|t 1, with ! the threshold fixed by constrairit
(disclosure limitation satisfaction);

6. ! a clause!, {1, 1! 11, JAL AL 10 1L} in ! such that for each term
{11} in the clause,!! ! ! Wit.type(!) ! py ! and 11,11 11,111

"'#$%&"((!) (policy satisfaction);
7. AD' satisfying all the conditions above and such ftat) > A(D').

For instance, the disclosure kgure 7(a) represents a minimal disclosure for our
example.

The problem of computing a minimal disclosure is-tNd[3]. In[3] the authors
propose a graphased heuristic algorithm to computerenimal disclosure (i.e., a
disclosure that, although not minimal, has a low sensitivity labe[}]Ithe authors
definea modeling of the problem as an instanédehe MaxSAT prodem, and use
Max-SAT solvers to compute asptimumsolutionin a limited computational time

The model i3] has been extended [B] to permit the client to complement her
privacy preferences withcontext-based restrictions that limit the disclosure of
credentials on the basis of the context of her ésjun the same paper, the authors
also propose to take theszory of past interactions into account in the choice of the set
of credentials and attributes to disclose for gaining access to the requested service.

,G45*::<4: )The modeling of the clientgstfolio proposed irj3] permits the client to
specify sensitivity labelat the attribute granularity level and to take advantage of new
constructs for taking sensitive associations and disclosure constraints into
consideration in the choice of the set of portfoilomponentsto disclose.This
approach leaves howevspace to further improvementSensitivity labels modeling
privacy preferences may not be easy to define for final users. In fact, as already noted
in [22], it is hard to associate a quantitative value with each portfolio component (and
possible subset thereof), while it would be easier to defipartial orderelationship
betweersubsets of portfolio components

Q) O*+0F-%!"*+0-"-*#&K,#.%0', O'#0+#*$*E0" &&O##' 1, K*&*O#
In[2], the authorsaddress the problem of regulating ttieclosure of access control
policies by proposinga model thapermits the server to specifydisclosure policy
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regulatingif and how an access contrgbolicy should be communicated to the client.

To this purpose, thapproachin [2] models access control policies pdicy trees.

Policy tree! ! | representing policy has a node for each operator, attribute, and
constant value ih. Theinternal nodes of the tree represent operators, whose operands
are represented by the strbes rooted at its children. For instarfégure8 represents

the policy tree offt = ("#$!!,! = credit card ! ', .Limit > 1,000)! ("#$!!,! =
insurance! !, .Company! OA® !, .Company! OBQO

Figure 8 An example of policy tree

-3:;,27:<84'1723;B) The disclosure policy regulating the release of a pdlidp a
client regulates thevisibility of each node in the policy treel! I. The disclosure
policy is formally defined as a coloring functidn! | 11"##$ 1"##$%!"# | that
associate with each nodé in the policy treea color in the selt!"##$ "##$%d1"# !,
thus obtaining @olored policy tree ! ! 11'1. The semantics of the colors, with respect
to theclientvisibility of a node, can be summarized as follows:

* green:the node is released,;

* yellow: the label of the node is removed (i.e., the operatribute or
constant value it represents) before its release, while its presence in the tree and
its children are preserved,;

* red: the label of the nie is removed angossibly alsats presencen the tree

As an examplefrigure illustratesa possible coloring regulating tlésclosureof the
policy tree inFigure8. In the figure,"##3$ Inodes are whitd,'##$% nodes are gray,
and!"# nodes are black.
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Figure 9 An example of coloring for the policy tree inFigure 8

Although the server can decide to associate an arbitrary color with each node in the
tree, a disclosure polidg well defined if it is meaningful. More precisely, a disclosure
policy is well defined if it satisfies the following conditions.

1. If a leaf node representing a constant valuE#8$ , then its sibling (which
represents an attribute)!l$#$ and its parent (which represents an operator) is
not!"# .

2. If a node representing an operatol"##$ , at least one of its children must be
either!"##$ or "##$%

3. The nodes in a sditee representing a condition on credential type rbast
either all'"##$ or allred.

Figure 10 illustratesan exampleof non well defined coloring for thpolicy treein
Figure8. In fact, since only node OAQ'##$ in the suktree representing condition
c,.Company ! OAO, thserver would disclose valu®Alnstead of the condition
Analogously only node > iggreen in the subtree of conditionc,.Limit > 1,000,the
server would discloséhe operator> only to the client Finally, nodeinsurance is
yellow in the subtree of conditiontype(!,! = insurance, while the other nodes are
green. The disclosed condition would theonly release operand#$!!,! and
operator which does not give to the client any information to possibly gain access to
the service.
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Figure 10 An example of non well defined colored policyree

1723;B&711<53;?6375 )When the client sends a request for accessing a service to
the server, the server transforms its access control policy into a client policy view
acording to the disclosure policyrhe colored policy tred !'! 'l regulating policy
disclosure is therefore transformed into an equivadéatiz policy tree view by: i)
removingthe label of I"##$% and!"# nodes;ii) removing unnecessaty# leaves;

and iii) collapsing internal"# nodes in a paresthild relationship in a singl&'#
node.To this purpose, the server visits the tree following a-podr strategy and
applies, in the order, the following threlagses of transformation rules.

* Prune rules. These rules remove unnasary leaf nodeslwo kinds of prune
rules can be applied on an internal nbdehose children are leaf nodes.

0 Red predicate rule. If | is I"# | all its I"# childrenare removedFor
instance, consider the colored policy tred=igure 9, according tothis
rule noderepresenting constant value 1,08@emoved

0 Red children rule. If all the children ofr are!"# , they areremoveal and
the color of node! is setto !"# . For instance, consider the colored
policy treein Figure 9, according tothis rule the noderepresenting
attribute Company and constantvalue OAO in conditioh .Company !
OAYare removedAlso, thecolor of the node representiogerator! is
setto red

* Collapse rule. Thisrule operates on intern8l¥ nodes and removes their ron
leaf I"# children.For instance, conside¢he colored policy trean Figure9, the
node representingperator! in condition (!, .Company ! OAPis removed
since its paren(.e., the second child of the root node)'is .

* Hide label rule. This rule removes the labels!t##$%and!"# nodes.

Figure 11 illustrates the clienpolicy tree view obtained applying the transformation
rules described above to tbelored policy treen Figure9.
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Figure 11 Policy tree view of the colored policy tree irFigure 9

The disclosure of a client policy tree view may be meaningless for the client, since it
may not represent ia Ofair wayO theerveraccess control policf2]. Intuitively, a

client policy tree view fairly represents therverpolicy if it includes at least a subset

of atributes that permit the access control policy evaluation. In fact, in this case, the
client can decide whether to release the requested attributes to possibly gain access to
the service of interest. Clearly, the server #thadisclose only fair policiesFor
instance, the policy view represented by the tre€igure 11 is fair, sinceall the
attributes and credential types in the original policy are preserved uli¢iné view.

The client can decide whether to release either one of her credit cards or her insurance
to possibly gain access tive MedicineBooking service.

,G45'*::<4: ) The solution proposed {2] to protect the confiddrality of access
control policies while permitting the clierserver interaction in open environments, is
effective and permits the definition of disclosure restrictions at a fine granuésety
However, thisproposal represents only a first step in the definition of an effective
system regulating policy disclosurln fact, he proposed model permits to check
whether a disclosure policy generates a fair client policy tree bigwit does no
propose an approach for possibly revising the disclosure policy when the client policy
tree view is not faifand therefore prevents the definition of a successful negotiation
strategy. Also, the model could be extended ¢onsider thedisclosure ofproofs of
possession aar proofs of satisfaction afondition.

R) ,10+"##.0# '

The enforcement of access privileges in open environments tatogccountooth
client privacy preferences and policy confidentiality requirements still present
different open issues thaeed to be addressed.

* [nheritance of privacy preferences. Most of the solutions proposed in the
literature assumdéhat the client associates a prefereneigh eachcredential
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and/or attribute in her portfolio. Althoughetsolution in3] usesthe hierarchy

of credential types for checking whether the disclosure asllaset ofthe
portfolio components satisfies givenserverrequest, it does not consider this
hierarchy in the defition of privacy preferences. An interesting open issue
consists in exploiting the hierarchy of credential types to make the definition of
privacy preferencesoreuserfriendly.

Proof of possession. The values modeling privacy preferences are traditionally
associated with credentials and/or attribitedexpress how muctheir owner
values their release. Recent technologies however ptymélease proofs of
possession of credentials and proofs of satisfaction of conditions defined on
attributes. The release of a proofusually consideredess sensitive than the
release of the credential/attribute on which the proof is based. Thisedtffer
disclosure risk should therefore be adequately modeled.

Shared knowledge. Attribute-based access control solutions traditionally
assume that the hierarchy of credential types and attribute names represent a
common knowledge for the server and the tlidtowever, this assumption
does not always hold in rebifle scenarios, where there may be mismatches due
alsoto the fact that servers refer ¢cedential and attributgypes while clients

refer totheirinstancesAccess contromodek should be extendeid handle this
problem

Integration. Both the solutions developed to suppdrént privacy preferences

and the solutions proposed to protect the confidentialitgeo¥erpolicies do

not consider the privacy requirements of the coyater It is therefore
important to study new models that consider both the client and the server
privacy needs.

The approaches proposed in the literature for the suppoctiesit privacy
preferences present advantages and disadvantaged complementach to ea
other. For instance, the solution[#2] has the advantage ofalslity, while the
approach ir3] supports sensitive associations and disclosure constraints. An
interesting open issue is therefore the definition of a model that combines the
advantages of all the proposed approaches.

S) #.HH!%N

We haveanalyzed the privacyssues that may arise in open scenarios, where the client
accessing a service and the server offering it may be unknown to each other and need
to exchange information to build a trust relationstye haveillustrated both the
problem of takingclient privacy preferences into account in credential disclosure, and
the problem of maintaining the confidentiality e€rveraccesscontrol policies. For
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each of these problems, wavedescribed some recent approaches for their solution
and illustrated somepen issues that still need to be addressed.
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