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Nowadays, business and recreational activities are increasingly based on the use of remote
resources and e-services, and on the interaction between different, remotely located parties. In such
a context, it is of paramount importance that electronic execution of private and/or sensitive
transactions fully preserves information privacy, managing in a trustworthy and responsible way all
identity and profile information to be released to remote parties. In this paper, we investigate some
problems concerning identity management for e-services and outline the next-generation identity
management systems comparing them with today's Public Key Infrastructure (PK1) solutions.

Introduction

The widespread diffusion of on-line services provided by public and private organizations, firstly
driven by e-commerce and more recently by e-government applications, has stressed the need of
secure ways to authenticate users who need to access on-line resources. Kerberos[14], proposed at
the beginning of the '90s, is a well-known example of a successful technology for authenticating
users requiring access to resources belonging to a single organization. Later, Web-based systems
created application environments that cross the boundaries of rea organizations, posing new
interoperability and scalability challenges, among which single-sign-on, and credential-based
authentication plays an important role. This raised the need for cross-domain digital identities, as
well as for standard procedures for user authentication to be adopted when on-line services,
resource stake-holders, and users are geographicaly and organizationally distributed. A first
answer to this new requirement was the Public Key Infrastructure (PK1) [3], today a well-known
method for providing credential-based authentication and digital signatures solutions to electronic
business and government applications. Specifically, a PKI is a sandard set of technologies aimed at
two main targets.

o definition of hierarchies of certification authorities (CAs) - mapping hierarchical
administrative relationships, such as the one between a corporate head quarter and its
corporate branches;

» support of cross-certificates mapping peer-to-peer reationships between cooperating
parties, such as the one between partners of ajoint consortium.

When early e-government systems were being designed, PKIs appeared to be well suited to satisfy
e-gov requirements, such as the possibility for national or regiona governments to establish root
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CAs aimed a improving the interoperability among public agencies, guaranteeing correct
procedures, and providing users of public services with a generalized token (e.g., identity
certificate, smart card) that can be used as a credential for all possible requests. Also, PKls usage
was soon regulated by a number of international institutions.

Today, however, traditional PKIs look too complex as infrastructures for most e-government
applications and several drawbacks have been identified. Many researchers share the view that a
more flexible and cost-effective solution could be achieved following the digital identity
management (DIM) approach. For the purposes of this paper, the term digital identity will be used
to refer to two (non-digjoint) concepts. nyms and partial identities [7]. Nyms can be used to give a
user a different identity under which operates at any interaction. A partial identity is any subset of
the properties (e.g., name, age, credit-card, employment, and so on) associated with a user.
Recently, some identity management solutions have been proposed such as the the Liberty
Alliance's Identity Federation Framework (ID-FF), an open architecture and a set of specifications
to enable federated identity management (www. projectliberty.it), the Oracle Identity
Management (ww. or acl e. con), and the Microsoft .NET Passport (www. passport. com.

In the remainder of this paper we compare the public key infrastructures and the concept of digital
identity and describe our current effort within the PRIME project.

PK I and identity management

In today's e-government systems, conventional PKI's basic privacy and authentication techniques
[12] have been straightforwardly applied to bilateral communications, such as a citizen paying a
local tax or afine to a local administration. PKI authentication has also been used for multilateral
communications, when a citizen signs a document or an application that several people will read. In
many e-government gpplications, PKI is also used as a way to enhance privacy, by having the
citizen encrypting the information she is submitting to the remote service with the recipient's public
key. However, this approach is only suited to two-way communications. In the multilateral
scenario, where multiple recipients share a message that should be kept private, current PKI
technology does not provide a simple answer. Another drawback is the possibility for the citizen of
losing the support holding her private key, required for decrypting information.6 Moreover, if a
private key is compromised, PKI certificates must be revoked and new ones issued, along with a
new private key. Normaly, private keys are split into several pieces, called shares, stored in
different trusted locations. E-government applications relying on PKI on a large scale and over a
significant period of time need advanced capabilities of managing end-users keys lifecycle,
including share management and provisions for recovering lost keys.

Privacy issues

Besides the drawbacks outlined above, some major privacy-related concerns have been raised about
PKI as it does not provide a comprehensive solution for avoiding unauthorized disclosure of
personal information. Indeed, personal credentials provided by users to service providers should be
used for the sole purpose of granting access to the specific on-line service they are submitted to.
Instead, they have been often used to profile users for marketing campaigns. To keep unauthorized
disclosure of personal information in check, besides the adoption of specific legislation, the notion

6 This problem is even worse with PKI than with traditional symmetric encryption, because the
citizen isthe only one who has access to her private key.



of digital identity itself is evolving beyond PKI. An environment for managing digital identities
should support these basic requirements.

» Privacy. A digital identity solution should be respectful of the users rights to privacy and
should not disclose persona information without explicit consent.

* Minimal disclosure. Service providers must require the least set of credentials needed for
service provision, and users should be able to provide credentials selectively.

* Anonymity support. Many services do not need to know the real identity of a user.
Pseudonyms, multiple digital identities, and even anonymous accesses must be adopted
when possible.

» Legidation support. Privacy-related legisation is becoming a powerful driver toward the
adoption of digital identities.

With respect to these requirements, the usual way of designing PKl-based authentication and
authorization systems is not satisfactory. In particular, selective disclosure of credentialsis normally
not implemented, because users attributes, either inserted into the X.509 identity certificate or
collected as attribute certificates [10], are defined according to functional needs, making it easier to
collect all credentialsin arow instead of iteratively asking for the ones strictly necessary for agiven
service only. Pseudonymity, multiple identities and anonymity are also usually not supported in
PKI-based architectures. Also, extensibility of the X.509 certificate format has encouraged the
practice of encapsulating information needed for authorization within the identity certificate,
making it difficult to cleanly separate the two sets of information. Furthermore, even when identity
certificates and attribute certificates are digoint, there has been a trend towards designing
authorization architectures that strictly integrate the two types of certificates by referencing identity
certificates inside attribute certificates.

These new requirements regarding digital identities have driven a number of new research projects .
In the following, we describe the preliminary results of our ongoing activity in the framework of the
PRIME project [16] (Privacy and Identity Management for Europe), funded by the European
Commission. The PRIME project is a large-scale research effort aimed a developing an identity
management system satisfying the requirements expressed for protecting users personal information
and providing, at the same time, a framework that can be smoothly integrated with current
architectures and on-line services.

A new vison of privacy and digital identity

To define a privacy-enhanced access control system based on the concept of digital identity, we first
need to identify the main characteristics that it should have.

* Anonymity and end-user control. The access control system should enable full end-user
control over digital identity to be used. In other words, access control needs to operate even
when interacting parties wish to remain anonymous or to disclose only specific attributes
about themselves.



Flexible and expressive access control rules. The access control rules should be able to refer
to the different partial identities associated with users. Also, it is important to be able to
specify access control rules about subjects accessing the information and about resources to
be accessed in terms of rich ontology-based metadata (e.g., Semantic Web-style ones)
increasingly available in advanced e-government applications [6].

Client-side restrictions. In addition to traditional server-side access control rules, users
should be able to specify restrictions on how the released information can be used by their
remote counterpart.

To take these issues into account, a new privacy-aware access control model is needed together with
an access control protocol for the communication of policies and of identity information among
parties. Specifically, we have introduced the definition of four different types of privacy policies.

Access control policies govern access/release of data/services managed by the party (as in
traditional access control).

Release policies govern release of properties, credentials, personal identifiable information
(PI1) of the party and specify under which conditions they can be disclosed.

Sanitized policies provide filtering functionalities on the response to be returned to the
counterpart to avoid release of sengitive information related to the policy itself.

Data handling policies define the personal information release will be (or should be) deals
with at the receiving party.

In the next sections, we shall focus on access control policies, outlining their structure and
underlying model.

A privacy-aware access control policy

Although the specific syntax of the access control rules will depend on the language used to define
apolicy, the policy hasto contain the following basic elements.

Subject expresson. To provide expressive power and flexibility, a rule should specify the
entities against which access must be controlled through expressions. Each expression
identifies a set of subjects having specific properties. Each user is then associated with a
profile that defines the name and value of some properties that characterize the user.

Object expression. The characterization of the entities to be protected should be specified
through expressions. As for subjects, each object is associated with a profile which defines
the name and value of some properties that characterize the object.

Actions. Policies must be able to make distinctions based on the type of action being
performed (e.g., read, write, execute, and so on).

Purposes. Data access requests are made for a specific purpose or purposes, which represent
how the data is going to be used by the recipient.

Conditions. Rules can include additional conditions, much in the same way as legislation
often makes statements based on specified conditions.



» Obligations. To improve privacy, users can define some obligations attached to the data.
Therefore, when a certain access is allowed, the parties involved must take some additional
steps, following the defined obligations.

Each access request submitted to the system results in an access decision notifying that the request
is granted, denied, or undefined. In particular, an undefined access decision is returned when the
current information is insufficient to determine whether the request can be granted or denied and
additional information is needed. As an example, suppose that a user can access a serviceif sheisat
least eighteen and can provide a credit card number. Three cases can occur: i) the system knows all
the requested information and returns a positive responsg; ii) the system knows that the user is not
yet eighteen and therefore returns a negative response; iii) the user has, for example, proved that she
is eighteen and the system returns an undefined response together with the request to provide the
number of a credit card.

An early prototype

We are now ready to describe the proof-of-concept prototype we developed to show how access
control can work with minimal information disclosure on the part of the client. Our prototype
supports only a subset of the requirements illustrated in the previous section. In particular, our
current prototype deds with resource protection only and does not yet take into account obligation
and purpose, which will be added in future releases. Compared to early commercial
implementations of identity management systems like the one being developed a Lawrence
Livermore National Laboratory [15], our approach provides the general notion of a policy language
and of controlled release of persona information. On the other hand, at this stage we did not
address engineering issues regarding scalability and backward compatibility with current standards.

Upon the submission of an access request from a client (possibly anonymous or non authenticated),
which is characterized by the subject making the request, the action being requested, and the object
(resource) on which the subject wishes to perform the action, the system returns the conditions
(propertied/credentials) that, according to the specified policies, the client should satisfy to gain the
access (partial policy evaluation). Access control rules supported by the prototype have the
following form:

subject W TH subject expression CAN action ON object W TH object expression | F conditions

where: subject identifies the subject to which the rule refers, subject expression is an expression that
allows the reference to a set of subjects depending on whether they satisfy given conditions, action
is the action to which the rule refers, object identifies the object to which the rule refers, object
expression is an expression that allows the reference to a set of objects depending on whether they
satisfy given conditions and conditions is a boolean expression of conditions that an access reques,
to which the rule applies, has to satisfy. Our prototype recognizes users specified in a i) subject
ontology and for which there isaii) profile. The subject ontology contains terms that can be used to
make generic assertions on subjects. It recognizes also objects specified in an i) object ontology
and for which there is a i) profile.
The object ontology contains domain-specific terms that are used to describe the resource content
and to make generic assertions on objects. The field conditions alows only credential-based
conditions based on a credential ontology that defines abstractions and how these abstractions are
implied by a combination of different credential types. A credential ontology is a set of facts of the
form abstraction | MPLI EDBY expression, where expresson can be a boolean formula of
abstractions and/or credentia types. For instance, a credential ontology can include the fact



photo_id I MPLI EDBY driver-1icense OR passport OR i d-car d. We assume that
credential-based conditions are intended to be eval uated against the subject's profile.

The prototype includes four Prolog modules and a Java application interface. One Prolog module
contains the evaluation engine, the other three modules contain the declarations of the ontologies,
policies, and profiles.

4 prime Mockup =101 %]

MOVIE RENTML IFSE CASE
Evaluation | ortologies | Profies | Poicy |

User llnhn

Action Joook

Ohiject Iful\metaljacka

rResulls

. creditcard 2
. =

Mavvie rental Clear use caze Motorcycle rentsl ‘

Figure 1 - Java Application I nterface

The Java application interface (see Figure 1) has three text boxes, labeled User, Act i on, and
Obj ect , used to insert an access request. By clicking the button labeled Eval uat e, the access
request is evaluated against the defined access control policies. The output of the evaluation is
shown in the box labeled Resul t s, wherea3 col or traffic |ight indicates whether the

request is denied (red), granted (green), or undefined (yellow). In the latter case the text area shows
alig of dternatives (conditions) that must be fulfilled to gain the access.
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As an example, consider a movie rental scenario that simulates the case of a user that wants to book
amovie: Figure 2 illustrates an example of subject ontology and object ontology for this scenario.”
Suppose now that we have defined the following access control rules:

Anonymous users can book movies if they provide a @ credit card.
rule 1: anonynmous W TH nocondi ti on CAN book ON Movi es W TH nocondition | F
Credit Card

War movies available on a web interface can be booked by registered users who live in Italy if they

provide a credit card.
rule 2: Regi steredUsers WTH nati onality=Iltalian CAN book-online ON War
Movi es W TH avail abi lity=on-1ine I F CreditCard

User John wants to book movief ul | met al j acket and we only know that John is Italian
(from his user profile). Rule 1 is not applicable. The evaluation of condition Cr edi t Car d inrule
2 against the profile associated with user John is undefined: the system returns to John the
information that is necessary to take a yes or no decision (see Figure 1).

Conclusonsand Future Work

The protection of privacy in today's global infrastructure requires the combined application solution
from technology (technical measures), legidation (law and public policy), and organizational and
individual policies and practices. This paper has illustrated the main characteristics of the next-
generation identity management systems and has presented the preliminary results of our ongoing
activity in the framework of the PRIME project. Issues to be investigated in the access control area
include: addition of a negotiation process among parties on the policies that should be applied on
the collected data; extension of the notion of subject ontology to capture more complex assertions
on subjects as well as the notion of object ontology and credential ontology; addition of obligations
and purposes.
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