Supporting Multiple Access Control Policies in Database Systems

Elisa Bertino Dipartimento di Scienze dell’Informazione Università degli Studi di Milano 20135 Milano (Italy)

Sushil Jajodia^∗ The MITRE Corporation 1820 Dolley Madison Boulevard McLean, VA 22102–3481 (USA)

Pierangela Samarati Dipartimento di Scienze dell’Informazione Università degli Studi di Milano 20135 Milano (Italy)

Abstract

Although there are several choices of policies for protection of information, access control models have been developed for a fixed set pre-defined access control policies that are then built into the corresponding access control mechanisms. This becomes a problem, however, if the access control requirements of an application are different from the policies built into a mechanism. In most cases, the only solution is to enforce the requirements as part of the application code, but this makes verification, modification, and adequate enforcement of these policies impossible. In this paper, we propose a flexible authorization mechanism that can support different security policies. The mechanism enforces a general authorization model onto which multiple access control policies can be mapped. The model permits negative and positive authorizations, authorizations that must be strongly obeyed and authorizations that allow for exceptions, and enforces ownership together with delegation of administrative privileges.

1 Introduction

Recent years have witnessed considerable work on access control models and related mechanisms for databases [8]. Most of this work deals with relational

�The work of S. Jajodia was partially funded by MITRE Sponsored Research, project 91850. He is also with the Center for Secure Information Systems and Department of Information and Software Systems Engineering, George Mason University, Fairfax, VA 22030-4444

databases systems, although recently advances have been reported in the areas of object-oriented database systems [3] and deductive databases [6]. Despite this large research effort, current access control models and mechanisms are not flexible enough to meet the access control requirements of modern application environments [10]. This lack of flexibility exists because each model has been developed for a number of pre-defined access control policies; these policies are built into the corresponding access control mechanism and, therefore, cannot be changed. The majority of the models are based on a closed world policy, which permits specification of only positive authorizations and allows only accesses explicitly authorized. In contrast, very few models are based on the open world policy which permits the specifications of only negative authorizations, and all accesses not explicitly denied are allowed. Recent authorization models enforcing a closed policy also allow users to specify negative authorizations and resolve conflicts according to some predefined rules [5].

A problem arises when the access control requirements of an application differ from the policies built into the mechanism at hand. Enforcing the application policy becomes very difficult and, in most cases, the only solution is to implement the policy as part of the application code. This solution, however, makes the tasks of verification, modification, and adequate enforcement of the the policy difficult.

A promising solution to this problem is represented by the multipolicy access control systems. The development of a multipolicy system is a challenging area that is still at an early stage. It poses several challenges, including (1) what is the proper spectrum of policies with respect to which the users must be able to tailor the system, (2) how to decouple the policy from the enforcement mechanism, (3) what is the efficiency of the mechanism, and (4) whether conflicting policies can be defined for the same data objects and, if so, how to resolve such conflicts.

In this paper, we take a first step toward the investigation of these issues. We present a multipolicy system that can support a number of discretionary access control policies for relational database systems, including the traditional closed and open policies, closed policy with negative authorizations and the application of the denials-take-precedence principle (to resolve conflicts among authorizations), and the closed policy with negative authorizations and the enforcement of the most specific authorization takes precedence principle.

The architecture of the system has two components: an access control mechanism and a mediator. The authorization model enforced by the mechanism is actually based on the closed policy with negative authorizations where conflicting authorizations are resolved by application of the most specific authorization takes precedence principle. The mediator, which is an interface between users and the access control mechanism, supports other policies by using only some of the features of the authorization model. An important feature of the system architecture is that it has been designed to separate the policy specification component from the authorization and enforcement components of the system. Here, we focus on the authorization model and show how its flexibility can be exploited to support a number of different policies within the same database.

The remainder of this paper is organized as follows. We begin in Section 2 by giving the architecture of the system. Section 3 illustrates the basic elements of the authorization model. Section 4 discusses the access control mechanism, which shows how the system determines whether to grant or reject access requests. Section 5 discusses administration of authorizations. Sections 6 and 7 discuss the consistency of the authorization state and the resolution of conflicts among authorizations, respectively. Section 8 illustrates how the mediator and the model proposed in this paper are used to support different policies. Section 9 discusses related work. Finally, Section 10 presents the conclusions.

2 Architecture of the multipolicy access control system

The goal of our system is to provide a flexible framework that can support different protection policies. Upon creation of each table, its owner can specify the type of protection policy he or she wishes to apply to

Figure 1. Multipolicy access control system architecture

that specific table. What is interesting is that it is possible to protect different tables in the same database according to different policies.

The architecture of our system is illustrated in Figure 1. The two major components of the architecture are i) the access control mechanism implementing the authorization model and ii) a mediator [24], which is an interface between users and the access control mechanism. The model enforced by the access control mechanism is a general model able to support different protection policies (see Section 8). It is a task of the mediator to map the different protection policies and protection requirements onto a set of authorizations in the general model implemented by the mechanism. The mediator also filters every grant request to ensure that authorizations granted obey the specific policy for the object. For example, the mediator must ensure that no positive authorization can be specified on an object on which an open policy is to be applied.

The authorization model that is implemented by the access control mechanism is described in the next section. It is built on the concept of strong and weak authorizations first proposed in the Orion authorization model [19]. However, our model differs considerably from Orion not only in terms of the semantics associated with negative authorizations, but also in the way conflicts between authorizations are resolved. Moreover, unlike Orion, our model supports ownership together with decentralized administration of authorizations. At the same time, administrative privileges can also be restricted in our model so that owners retain control over their tables.

3 The authorization model

In this section, we introduce our authorization model. We start by giving basic notations and definitions and then discuss how negative and positive authorizations coexist in our model.

3.1 Notations and deffnitions

Subjects of authorizations can be either users or groups. Members of groups can be users as well as other groups. Hence, membership of a subject s in a group G_k can be either direct or indirect. The membership is direct, written s ∈_1 G_k, if the subject is defined as a member of G_k. The membership is indirect, written s ∈_n G_k, n > 1, if there exists a sequence of subjects ⟨s_1, . . . , s_{n+1}⟩, such that s_1 = s, s_{n+1} = G_k, and s_i ∈_1 s_{i+1}, 1 ≤ i ≤ n. Sequence ⟨s_1, . . . , s_{n+1}⟩ is called a membership path of s to G_k, written mp(s, G_k). We use ∈_0 to indicate equality, i.e., for each subject s, s ∈_0 s.^1 In the following discussion, we use the term membership to refer to either direct or indirect membership. We will explicitly use the terms direct membership or indirect membership when a distinction is needed. A subject can belong to a group in many ways, either as a direct or as an indirect member. We use M P (s, G_k) to denote the set of all membership paths from user s to group G_k.

The membership relationship between subjects can be represented by a graph, called the group membership graph, in which nodes represent subjects and an edge from node s_i to node s_j indicates that s_i is a direct member of s_j (i.e., s_i ∈_1 s_j ). We require that the group membership graph be a directed acyclic graph.

Authorizations specify the privileges that subjects are authorized or denied on objects. In our model, a grantor has the option of specifying whether the authorization (positive or negative) he is granting can be overridden or not. To support this functionality, we introduce, as in [19], the notion of strong and weak authorizations. The basic idea behind this approach is that strong authorizations cannot be overridden, while weak authorizations can be overridden, according to specified rules,^2 by other strong or weak authorizations.

1We continue to use the symbol ∈ to denote the membership

of an element in a set.

2These rules are given in the next subsection.

G1

G2 G3 G4 G5 ⟨sel,T⟩

⟨¬sel,T⟩

⟨sel,T⟩ ⟨sel,T⟩

A B C D

 �

    �*6
        @@

      @I

   @@

 @I
    �

      �`6 6
        @@

      @I
           @@

         @I 6

Figure 2. An authorization state

Let U denote the users in the system, G the set of groups, P the set of privileges (i.e., select, insert, delete, and update), T the set of tables, and S = U ∪G the set of all subjects (either users or groups) in the system. Authorizations are defined as follows.

Definition 1 (Authorization) An authorization is a 6-tuple of the form ⟨s, p, pt, t, g, at⟩, with s ∈ S, p ∈ P , pt ∈ {+, −}, t ∈ T , g ∈ U , and at ∈ {weak,

strong}.

Authorization ⟨s, p, pt, t, g, at⟩ states that s has been granted (denied if pt =“−”) privilege p on table t by user g. If at =“weak” the authorization admits exceptions. For example, tuple ⟨G_2, select, −, T, A, weak⟩ indicates that members of group G_2 cannot select tuples from table T , and this authorization, which admits exceptions, was granted by user A.

Given an authorization a, we use the notation s(a), p(a), pt(a), t(a), g(a), at(a) to denote the subject, the privilege, the privilege type, the table, the grantor, and the authorization type in a, respectively. For example, s(a) is the subject in authorization a.

The set of authorizations that are present at a given time represents the authorization state, denoted by AS. In the following discussion, we graphically represent the authorization state by associating authorizations with subjects in the group membership graph. We indicate that subject s_i owns a positive authorization for privilege p on table t by associating a pair ⟨p, t⟩ with node s_i in the group membership graph. Analogously, pair ⟨¬p, t⟩ associated with node s_i indicates that s_i owns a negative authorization for p on t. To distinguish between strong and weak authorizations, we write strong authorizations in bold type. An example of authorization state is illustrated in Figure 2.

A user is allowed to exercise, beside his own authorizations, all the authorizations of any of the groups to which he belongs. We do not restrict the user to the use of the authorizations of only one group at a time. A user has all the privileges that are in the union of all his personal authorizations and the authorizations of all the groups to which he belongs. Note that this approach follows the approach for group management of most existing database management systems (DBMSs) like, for example, System R [25, 13] and Orion [19]. This approach accords with the concept of user group as opposed to the concept of role (where a user may be constrained to operate with the privileges of a single role at a time) [1, 20].

Complications arise when a user is both authorized and denied, either directly or indirectly (i.e., through a group), for a privilege on a table. In the following discussion, we give our approach for dealing with the simultaneous presence of positive and negative authorizations.

3.2 Overriding authorizations

When dealing with authorizations admitting exceptions, an important issue is to devise proper overriding rules. Such rules establish those circumstances under which exceptions can be issued against a weak authorization. In our model, strong authorizations always override weak authorizations. The overriding rule between weak authorizations is based on the concept of more specific authorization. Authorizations given to a member of a group are always more specific than the authorizations given to the group (with respect to the member). The overriding rule between authorizations is formalized as follows:

Definition 2 (Overriding authorization) An authorization a_i overrides a weak authorization a_j, with p(a_i) = p(a_j), t(a_i) = t(a_j), pt(a_i) ≠ pt(a_j), with respect to subject s (written a_i >_s a_j), with s ∈_n s(a_i), s ∈_m s(a_j ), for some n, m ≥ 0, iff any of the following conditions is satisfied:

• at(a_i) = strong

• at(a_i) = weak, s = s(a_i), s ≠ s(a_j )

• at(a_i) = weak, s(a_i) ∈_l s(a_j ), l ≥ 1, and ∀mp ∈ M P (s, s(a_j)) : either s(a_i) ∈ mp, or ∃s0 ∈ S, a0 ∈ AS, ̸∃k ≥ 0such that s0 ≠ s, s0 ≠ s(a_j ), s0 ∈_k s(a_i), a0 >_s0 a_j.

Definition 2 states that:

• a strong authorization a_i overrides a weak authorization a_j , with same privilege and table, but different privilege type, with respect to any subject which belongs to both s(a_i) and s(a_j );

• a weak authorization a_i overrides a weak authorization a_j , with same privilege and table, but different privilege type, with respect to subject s(a_i), if s(a_i) belongs to s(a_j );

• a weak authorization a_i overrides a weak authorization a_j with same privilege and table, but different privilege type, and with s(a_i) that belongs to s(a_j ), with respect to subject s, which belongs to both s(a_i) and s(a_j ) if and only if every membership path from s to s(a_j ) either contains s(a_i) or contains a subject s0, not belonging to s(a_i), with respect to which authorization a_j is overridden.^3

Notice that the definition of overriding authorizations is given in terms of a subject since the outcome of the override operation may be different depending on the subject. Even if authorization a_i overrides authorization a_j with respect to a group G, it does not follow that a_i will override a_j with respect to every subject s which is a member of G.

Example 1 Consider the authorization state illustrated in Figure 2. The negative weak authorization ⟨¬sel, T ⟩ specified for G_1 is overridden by (i) strong positive authorization ⟨sel, T⟩ specified for G_5 with respect to user D, (ii) positive weak authorization ⟨sel, T ⟩ specified for G_2 with respect to group G_2 as well as user A, and (iii) the positive weak authorization ⟨sel, T ⟩ specified for G_3 with respect to group G_3 as well as users A and B. Notice that it is not overridden by the latter authorization with respect to user C. This is because C belongs to G_1 also due to its membership of G_4, for which no authorization is specified. 2

3.3 Con�icts among authorizations

Two contrasting authorizations such that neither one of them overrides the other are said to be in conflict. This is formalized as follows:

Definition 3 (Conflicting authorizations) Two authorizations a_i and a_j conflict with respect to subject s (written a_i ⋄_s a_j ), with s ∈_n s(a_i), s ∈_m s(a_j ), for some n, m ≥ 0 iff p(a_i) = p(a_j ), t(a_i) = t(a_j ), pt(a_i) ≠ pt(a_j) and neither a_i >_s a_j nor a_j >_s a_i.

For instance, with reference to the authorization state illustrated in Figure 2, the authorizations of G_1 and G_3 conflict over user C. Note that the concept of conflicting authorization is also defined with respect to a subject since it is being defined in terms of the overriding relationship.

According to Definition 2, since a strong authorization always overrides a weak authorization (with respect to a given subject), no conflicts can exist between a strong authorization and a weak authorization.

3Authorization ai and the authorization specified for s0 “col-

laborate” in overriding aj.

Therefore, conflicts may exist only between two strong authorizations or between two weak authorizations.

If two strong authorizations exist which conflict with respect to a given subject, we say that the authorization state is inconsistent. It is considered consistent otherwise. This is formalized as follows:

Definition 4 (Consistency of authorization state) The authorization state is consistent iff strong authorizations do not conflict (with respect to any subject).

In our model, the simultaneous presence of conflicting strong authorizations is not permitted. This is because we wish to ensure that the semantics of strong authorizations will always be respected. Then, we require the following invariant to hold.

Invariant 1 The authorization state is consistent.

It is the task of the access control system to ensure the consistency of the authorization state. Section 6 discusses how the system operates to ensure consistency of the authorization state.

In our model, we accept the simultaneous presence of two conflicting weak authorizations. This choice is justified by the following facts: i) requiring complete absence of conflicts may make the authorization specification task really difficult, and ii) conflicts between weak authorizations do not contrast with the requirements of the users specifying the authorizations.

As we will see in the following section, whenever two weak authorizations conflict over a given subject with respect to a given access, we consider both authorizations to be invalid for the subject. This means that the positive authorization cannot be applied and therefore the access will be denied to the subject. This policy is safe since the access is denied in case of a conflict. In Section 7, we will present an approach for solving conflicts between weak authorizations.

4 Access control mechanism

In this section, we illustrate how, given an access request, the access control mechanism determines whether to grant or reject the request.

An access request is characterized as a triple ⟨u, p, t⟩ stating that user u is requesting to exercise privilege p on table t. The access request is authorized iff there exists a positive authorization for the access that is neither overridden not conflicting with respect to u. This is formalized by the following definition.

Definition 5 (Authorized access request) An ac- cess request ⟨u, p, t⟩, u ∈ U, p ∈ P, t ∈ T, is authorized iff ∃a ∈ AS, n ≥ 0, ̸∃a_i ∈ AS such that u ∈_n s(a), p = p(a), t = t(a), pt(a) =“+”, and (a_i ⋄_u a ∨ a_i >_u a).

Positive authorizations which are overridden or conflicting with other authorizations with respect to the user are said to be invalid for the user.

Suppose a user requests to access a table. If there is a positive strong authorization for the required access, by Invariant 1, a strong negative authorization cannot exist for the same access. Moreover, any weak negative authorization for the required access will be overridden by the strong authorization. Hence the access must be authorized. Analogously, if there is a strong negative authorization for the access, the access must be denied. If there are no strong authorizations for the required access, the weak authorizations must be evaluated. The access must be authorized if a positive weak authorization exists which is neither overridden nor conflicting over u; otherwise, it must be denied.

We view the access control as a function that, given an access request, returns true if the request must be authorized and false otherwise. Function access control() can be expressed as follows.

access control(u,p,t) =

{ str auth(u,p,t)_{if str auth(u,p,t)} 6= undecided weak auth(u,p,t) otherwise

where:

str auth(u,p,t) = true if 9 a strong positive authorization for the access false if 9 a strong negative authorization for the access undecided otherwise

weak auth(u,p,t) = true if 9 a positive weak authorization for the access that is neither overridden by nor conflicting with other authorizations over u false otherwise

The algorithms implementing functions str auth() and weak auth() are given in Figures 3 and 4, respectively.

The algorithm in Figure 3, implementing function str auth(), works as follows. First, the authorizations of the user requiring the access are examined (step 1). If any strong authorization is found for the user with respect to the access, then the search is terminated. Hence, if the authorization is a positive authorization,

true is returned; otherwise, false is returned. If no

authorization is specified for the user, then the authorizations of the groups to which the user belongs are

str auth(u,p,t)

1. Look for an authorization a ∈ AS such that s(a) = u, p(a) = p t(a) = t, at(a) =strong. If such an a is found then go to step 3.

2. GS := {Gj | u ∈i Gj for some i ≥ 1}.

If GS = ∅ then return undecided and exit. Look for an authorization a ∈ AS such that s(a) ∈ GS, p(a) = p, t(a) = t, at(a) = strong.

If such an authorization is found then go to step 3 else return undecided and exit.

3. If p(a) =“+” then return true else return false.

Figure 3. Algorithm for function str auth()

evaluated (step 2). If a strong authorization for the access is found for any of the groups to which the user belongs, the search is terminated. Hence, if the authorization found is a positive authorization, true is returned; otherwise, false is returned. By contrast, if no strong authorization is found, undecided is returned.

Since weak authorizations may conflict or be overridden, evaluation of the function weak auth() may require examination of all authorizations applicable to the user through different membership paths connecting him to all the groups to which he belongs. However, it is not necessary to traverse all membership paths fully since more specific authorizations override less specific authorizations. Thus, first the authorizations of the user are considered. Then, the authorizations of the groups to which the user belongs are considered traversing the membership paths in increasing distance. Whenever an authorization is found for a group, it is not necessary to proceed further on that membership path since either this authorization overrides those of the groups above it on that membership path or these groups are reachable through some other membership paths.

The algorithm implementing function weak auth(), illustrated in Figure 4, works as follows. If the user owns a negative authorization for the access, then

false is returned (step 1) and the algorithm termi-

nates. Otherwise, if the user owns a positive authorization, then true is returned (step 2) and the algorithm terminates.^4 If no authorization for the access is specified for the user, the authorizations of the groups to which the user belongs are examined. The groups to which the user directly belongs are considered in step 3. If any of these groups owns a negative authorization for the access, then false is returned (step 4) and the algorithm terminates. If not, the sys-

4Note that, since weak authorizations may conflict it is impor-

tant to look first for a negative authorization and then, only if no negative authorization is found, look for a positive authorization.

weak auth(u,p,t) 1. Look for an authorization a ∈ AS such that s(a) = u, p(a) = p, t(a) = t, pt(a) =“−”, at(a) =weak. If such an authorization exists then return false and exit.

2. Look for an authorization a ∈ AS such that s(a) = u, p(a) = p, t(a) = t, pt(a) =“+”, at(a) =weak. If such an authorization exists then return

true and exit.

3. Groups := {Gj | u ∈1 Gj }

4. Look for an authorization a ∈ AS such that

s(a)∈Groups, p(a) = p, t(a) = t, pt(a) =“-”, at(a) =weak. If such an authorization exists then return

false and exit.

5. A Groups := {Gk ∈ Groups | ∃a ∈ AS, s(a) = Gk , p(a) = p, t(a) = t, pt(a) =“+”, at(a) =weak} 6. N Groups := Groups − A Groups

7. If N Groups ≠ ∅ then Groups := {Gj | ∃G ∈N Groups, G ∈1 G_j } else go to step 9 8. If Groups ≠ ∅ go to step 4

9. If A Groups ≠ ∅ then return true else return false.

Figure 4. Algorithm for function weak auth()

tem checks whether one of these groups owns a positive authorization for the access (step 5). If a group owns a positive authorization for the access, then it is no longer necessary to look at the authorizations of other groups along the same membership path. Let N Groups denote the groups for which no authorization has been found. Next, the groups to which any group in N groups directly belongs are considered (step 7). If such groups do exist, the process of looking for a weak authorization for the access is repeated (step 8); otherwise, the algorithm terminates. A true is returned if any positive authorization was found during the execution; otherwise, false is returned.

Example 2 Consider the authorization state illustrated in Figure 5, and consider the requests by user B to exercise the select privilege on table T . Function str auth(B,sel,T ) returns undecided and therefore function weak auth(B,sel,T ) is called. This function returns false due to the negative authorization of G_4 and hence the access is denied. 2

5 Administration of authorizations

The user creating an object is considered the owner of the object. As owner, the user can exercise any privilege on the table and can grant other subjects any authorization on the table. Moreover, the owner can also delegate to other subjects the administration of

G1

G2 ⟨sel,T⟩ G3 G4 ⟨¬sel,T⟩

G5 ⟨sel,T⟩ G6

B A

 �

    �*
           HHH

        HHHY6
      6 6

        @@

      @I
         �

           �`
 �

    �*

 6

Figure 5. An authorization state

some privileges on the table. Delegation of administration is enforced through two administrative privileges: adm-access and administer. The adm-access privilege for a privilege on a table allows subjects to grant authorizations for the privilege on the table. The

administer privilege for a privilege on a table allows

subjects to grant access authorizations and administrative privileges for the privilege on the table. We do not apply the strong and weak classification on administrative authorizations. Allowing administrative authorization to be overridden would raise the problem of dealing with authorizations granted by a user whose administrative authorizations become overridden: if the authorizations of the user are not valid, neither should the authorizations he granted. This propagation of the “overriding” effect would make the authorization administration task unnecessarily complicated. Therefore, we take the approach that administrative authorizations cannot be overridden. To ensure this, every time a subject is granted an administrative authorization for a privilege on a table, a strong authorization for the privilege on the table is also granted by the system to the subject. Upon deletion of the administrative authorizations, this strong authorization will also be deleted.

Although we do not distinguish between administrative authorizations themselves as strong and weak, we allow users to grant administrative privileges with the restriction that only weak authorizations can be granted.

Administrative authorizations are defined as follows.

Definition 6 (Administrative authorization) An administrative authorization a is a 6-tuple ⟨s,p,ap,gat,t,g⟩ with s ∈ S, p ∈ P , ap ∈ {adm-access,administer}, gat ∈ {strong,weak}, t ∈ T, g ∈ U . Administrative authorization ⟨s,p,ap,gat,t,g⟩ states that subject s has administrative privilege ap on access mode p on table t and that this authorization was granted by user g. If gat=weak, s can grant only weak authorizations.

For instance, authorization ⟨A,select,adm-access,

weak,T_1, B⟩ states that A can grant, and revoke, other

subjects’ weak authorizations for the select privilege on table T_1 and that this authorization was granted by B.

Administrative authorizations are summarized in Table 1. Note that, since granting an administrative authorization to a subject implies granting a strong positive authorization to the subject, authorizations for the administer privilege must be necessarily strong.

Note also that subjects holding an administrative privilege can grant positive as well as negative authorizations. This choice is justified by the fact that, since negative/positive authorizations can be used to specify exceptions to other positive/negative authorizations, users allowed to grant permissions should also be able to specify negations and vice versa. However, the model can be easily extended to the consideration of different privileges for the administrations of permissions and denials by adding the privilege type (+ or −) in the administrative authorization.

Subjects holding administrative privileges can also revoke authorizations. A user can revoke only authorizations he has granted. Moreover, the authorizations granted by a user can exist only as far as the user has the corresponding administrative privilege. As a consequence, when a user is revoked the administrative authorization for a privilege on a table, a recursive revocation may take place to delete the authorizations granted by the user or derived for the users on views. Revocation algorithms enforcing recursive deletion of authorizations proposed in other models [4, 11, 13, 15, 23] can be easily adapted to our model.

6 Ensuring consistency of the authorization state

The collection of valid authorizations may change upon execution of administrative operations by the users. These operations include changes to the authorization state, the group membership graph, or the tables. Operations affecting the authorization state are grant and revoke of privileges on tables, operations affecting the group membership graph are the addition and removal of members from groups, and operations affecting the tables are the creation and deletion of tables. Although some of these operations do not have any effect on the authorizations themselves, they may affect the consistency of the authorization state.

Administrative authorization Semantics

⟨s, p, adm-access, strong, t, g⟩ s can grant and revoke weak/strong positive/negative access authorizations for p on t ⟨s, p, adm-access, weak, t, g⟩ s can grant and revoke weak positive/negative access authorizations for p on t ⟨s, p, administer,strong, t, g⟩ s can grant and revoke weak/strong positive/negative access authorizations for p on t s can grant and revoke weak/strong authorizations for the administration of p on t ⟨s, p, administer, weak, t, g⟩ N/A

Table 1. Administrative authorizations and their semantics

Hence, every time an administrative operation is requested, beside the existence of the authorization necessary for the execution of the request, the consistency of the resulting authorization state must be checked. If the operation would result in an inconsistent authorization state, its execution must be refused by the system.

Note that operations that decrease authorizations applicable to the subjects (i.e., revocation of authorizations, removal of members from groups, or deletion of tables) do not affect consistency. By contrast, operations increasing the authorizations applicable to the subjects may result in an inconsistent authorization state and must therefore be controlled.

Assignment of authorizations to the owner upon creation of new tables does not obviously affect consistency (no authorization may exist on the table before it is created). Let us therefore consider the operations of granting a new strong authorization and adding a new member to a group.

6.1 Granting of new strong authorizations

Suppose a user wishes to insert a new strong authorization a. Inconsistencies may arise if subject s(a), any member of s(a), or any group to which s(a) or any of its members belongs, already owns a strong authorization for privilege p(a) on table t(a) with privilege type different from pt(a).

For instance, consider the authorization state shown in Figure 6. Granting a new strong authorization ⟨¬sel, T_3⟩ to G_3 would create a conflict with the strong authorization ⟨sel, T_3⟩ specified for G_3. Granting a new strong authorization ⟨sel, T_2⟩ to G_3 would create a conflict with respect to subject G_3 and all its members with strong authorization ⟨¬sel, T_2⟩ specified for G_2. Granting a new strong authorization ⟨sel, T_4⟩ to G_3 would create a conflict with respect to user A, with the strong authorizations ⟨¬sel, T_4⟩ specified for A.

G1 ⟨¬sel,T1⟩

G2 ⟨¬sel,T2⟩

G3 ⟨sel,T3⟩

G4 ⟨¬sel,T1⟩ G5 ⟨¬sel,T4⟩

G6 ⟨¬sel,T1⟩

A ⟨¬sel,T4⟩ B C

      6

      6

   6

   �

     �`
         @@

       @I
          �

           �`

          6

             6

            @@

          @I

Figure 6. An authorization state

Moreover, it would create a conflict, with respect to subject G_5 and all its members with strong authorization ⟨¬sel, T_4⟩ specified for G_5.

Figure 7 illustrates an algorithm for determining whether the addition of a new authorization would result in an inconsistent authorization state. The algorithm returns ok if the resulting authorization state is consistent; it returns the conflicts which would arise otherwise. If there is a conflict between the new authorization and another authorization with respect to subject s only because of the membership of s to another subject s0 with respect to which the two authorizations conflict, then only the conflict over subject s0 is returned. Conflicts which are implied by other conflicts are not returned for sake of simplicity (it is sufficient to communicate to the user the conflict which implies the other ones). For example, with reference to Figure 6, if authorization ⟨sel, T_4⟩ is being granted to G_3, the conflict with the negative authorization specified for subject G_5 with respect subject G_5 is returned. Although these authorizations also conflict with respect to all members of G_5 (viz., B and C), these conflicts are not returned.

Check autho(a) 1. Anc := {s ∈ S | ∃n ≥ 1, s(a) ∈n s} 2. Desc := {s ∈ S | ∃n ≥ 0, s ∈n s(a)} 3. Anc Desc := {s ∈ G − (Anc ∪ Desc) | ∃n ≥ 1, si ∈ Desc : s_i ∈n s} 4. Confl Anc := {ai ∈ AS | s(ai) ∈ Anc, p(ai) = p(a), t(ai) = t(a),pt(a_i) ≠ pt(a), at(a_i) = strong} 5. Confl Desc := {ai ∈ AS | s(ai) ∈ Desc, p(ai) = p(a), t(a_i) = t(a), pt(a_i) ≠ pt(a), at(a_i) = strong} 6. Confl AD := {ai ∈ AS | s(ai) ∈ Anc Desc, p(ai) = p(a),t(a_i) = t(a),pt(a_i) ≠ pt(a),at(a_i) = strong} 7. If Confl Anc∪Confl Desc ∪ Confl AD= ∅ then return ok and exit

8. For each ai ∈Confl Anc do return “conflict: a ⋄s(a) ai” endfor 9. For each ai ∈ Confl Desc do return “conflict: a ⋄s(a_i) ai” endfor 10. For each ai ∈ Confl AD do Confl(a_i) := {s ∈ S | ∃n, m ≥ 0, s ∈n s(a),s ∈m s(a_i)} Disj-Confl(a_i) := {s ∈Confl(a_i) | ∃mp ∈ (MP (s, s(a)) ∪MP (s, s(ai))), ̸∃s0, s0 ≠ s, s0 ∈Confl(ai), s0 ∈ mp} For each s ∈ Disj-Confl(a_i) do return “conflict: a ⋄s a_i” endfor endfor.

Figure 7. Evaluation of the consistency of the authorization state resulting from addition of authorization a

The algorithm in Figure 7 works as follows. Suppose the addition of a new strong authorization a is required. In step 1, set Anc consisting of all subjects (groups) to which subject s(a) belongs is determined. In step 2, set Desc consisting of all subjects which belong to s(a), including s(a) itself, is determined. In step 3, set Anc Desc consisting of all groups (not already in Anc or in Desc) to which any of the members of s(a), or s(a) itself, belongs is determined. In step 4, set Confl Anc of strong authorizations specified for any group in Anc with same privilege and table as authorization a being granted but with different privilege type is determined. Analogously, in step 5 and 6, sets Confl Desc and Confl AD of strong authorizations specified for any subject in Desc and in Anc Desc, respectively, with same privilege and table as authorization a being granted but with different privilege type are determined. If all three sets, Confl Anc, Confl Desc, and Confl AD, are empty, a conflict is not found and ok is returned (step 7). Otherwise, conflicts which would have been introduced if authorization a were inserted are returned as follows.

In step 8, the conflicts between authorization a being inserted and every authorization a_i ∈ Confl Anc with respect to subject s(a) for which the authorization is being inserted is returned. In step 9, the conflict between authorization a being inserted and every authorization a_i ∈ Confl Desc with respect to subject s(a_i) of the considered conflicting authorization is returned. Finally, in step 10 the conflicting authorizations specified for other groups to which the members of s(a) belongs are considered. To avoid returning a conflict with respect to a subject which belongs to s(a) and s(a_j ) only because of its membership of another subject for which the conflict is also returned, the following process is used. For each authorization a_i ∈ Confl AD, set Confl(a_i) of all the subjects with respect to which a_i conflicts with a, i.e., all subjects belonging to both s(a) and s(a_i), is determined. Then set Disj-Confl(a_i) of all subjects in Confl(a_i) for which there exists a membership path to s(a) or to s(a_i) which does not contain any other subject in Confl(a_i) is determined. Finally, for each subject s ∈ Disj-Confl(a_i), the conflict of authorization a being inserted with authorization a_i, with respect to subject s, is returned.

To illustrate how the algorithm works, let us consider the following example. In the following a_{s,t} denotes an authorization (either positive or negative) of subject s on table t

Example 3 Consider the authorization state illustrated in Figure 6 and suppose that a new strong positive authorization for the select privilege on table T_1 is being granted to group G_3. The algorithm works as follows:

1. Anc := {G1, G2} 2. Desc := {G3, G4, G5, A, B, C} 3. Anc Desc := {G6} 4. Confl Anc := {aG_1,T_1 } 5. Confl Desc := {aG_4,T_1 } 6. Confl AD := {aG_6,T_1 } 7. {aG_1,T_1 , aG_4,T_1 , aG_6,T_1 } ≠ ∅ continue 8. return “conflict: aG_3,T_1 ⋄G_3 aG_1,T_1 ” 9. return “conflict: aG_3,T_1 ⋄G_4 aG_4,T_1 ” 10. Confl(aG_6,T_1 ) := {G5, B, C}

Disj-Confl(aG_6,T_1 ) := {G5, C} return “conflict: aG_3,T_1 ⋄G_5 aG_6,T_1 ” return “conflict: aG_3,T_1 ⋄C aG_6,T_1 ”.

6.2 Addition of new members to groups

Consider the addition of a member m to a group G_k. Inconsistencies may arise if subject m, any of its

G1 ⟨sel,T1⟩ ⟨¬sel,T3⟩

G2 ⟨sel,T2⟩

G3 ⟨sel,T3⟩ G4 ⟨¬sel,T1⟩

A ⟨¬sel,T2⟩

      6

      @@

    @I
      �

        �`

Figure 8. An authorization state

members, or any of the groups to which m itself or any of m’s members belong, owns some authorization which conflicts with an authorization owned by group G_k or by any of the groups to which G_k belongs.

For instance, consider the addition of group G_3 as a member of group G_2 in the authorization state shown in Figure 8. This operation would introduce the following conflicts:

• Authorization ⟨sel, T_1⟩ of G_1 would conflict, with respect to user A, with authorization ⟨¬sel, T_1⟩ owned by G_4. Formally: a_{G1,T1} ⋄_A a_{G4,T1}.

• Authorization ⟨sel, T_2⟩ of G_2 would conflict, with respect to user A, with authorization ⟨¬sel, T_2⟩ owned by A. Formally: a_{G2,T2} ⋄_A a_{A,T2}.

• Authorization ⟨¬sel, T_3⟩ of G_1 would conflict, with respect to G_3 and A, with authorization ⟨sel, T_3⟩ owned by G_3. Formally: a_{G1,T3} ⋄_{G3} a_{G3,T3} and a_{G1,T3} ⋄_A a_{G3,T3} . Figure 9 illustrates an algorithm for determining whether the addition of a member to a group would result in an inconsistent authorization state. The algorithm returns ok if the resulting authorization state is consistent; it returns the conflicts which would arise otherwise. Note that, again, for sake of simplicity, conflicts which are implied by other conflicts are not returned, that is, if there would be a conflict between two authorizations with respect to subject s only because of the membership of s to another subject s0 with respect to which the two authorizations conflict, then only the conflict with respect to subject s0 is returned.

The algorithm in Figure 9 works as follows. Consider the addition of member m to group G_k. In step 1, a check is made to determine whether m is already a member, either direct or indirect, of G_k.^5 If m is

5Note that a subject can belong to a group through different

membership paths.

Check member(m,Gk) 1. If ∃n ≥ 1 such that m ∈n Gk then return ok 2. Anc := {s ∈ G | ∃n ≥ 0, Gk ∈n s and ̸∃i ≥ 0, m ∈i s} 3. Disj Desc := {s ∈ G | ∃n ≥ 0, s ∈n m and ̸∃i ≥ 0, s ∈i G_k} 4. Anc Disj Desc := {s ∈ G − (Disj Desc ∪ Anc) | ∃n ≥ 1, si ∈ Disj Desc : si ∈n s} 5. Confl Desc := {⟨ai, aj⟩ ∈ AS | s(ai) ∈ Disj Desc, s(a_j) ∈ Anc, p(a_i) = p(a_j), t(a_i) = t(a_j), pt(a_i) ≠ pt(a_j), at(a_i) = at(a_j) = strong} 6. Confl AD := {⟨ai, aj⟩ ∈ AS | s(ai) ∈ Anc Disj Desc, s(a_j) ∈ Anc, p(a_i) = p(a_j), t(a_i) = t(a_j), pt(a_i) ≠ pt(a_j), at(a_i) = at(a_j) = strong} 7. If Confl Desc ∪ Confl AD = ∅ then return ok and exit

8. For each ⟨ai, aj⟩ ∈ Confl Desc do

return “conflict: ai ⋄s(a_i) aj ” endfor

9. For each ⟨ai, aj⟩ ∈ Confl AD do Confl(a_i, a_j) := {s | s ∈n m, s ∈n s(a_i)} Disj-Confl(a_i, a_j) := {s ∈ Confl(a_i, a_j) | ∃mp ∈ (MP (s, m) ∪ MP (s, s(ai))), ̸∃s0, s0 ≠ s, s0 ∈ Confl(ai, aj), s0 ∈ mp} For each s ∈ Disj-Confl(a_i, a_j) do return “conflict: ai ⋄s aj” endfor endfor.

Figure 9. Evaluation of the consistency of the authorization state resulting from addition of member m to group G k

already a member of G_k, then no inconsistencies can arise by the execution of the operation and ok is returned. Otherwise, the algorithm continues to execute. In step 2, set Anc of all the groups to which group G_k belongs (including G_k itself), and to which m does not belong, is determined. In step 3, set Disj Desc of all the subjects which belong to m (including m itself) and do not belong to G_k is determined. Then, in step 4, set Anc Disj Desc of all the groups (not already in Disj Desc or in Anc) to which any of the subjects in Disj Desc belongs is determined. In step 5, set Confl Desc of all pairs of strong authorizations with the same privilege and table but with different privilege type such that the subject of one of them is in Disj Desc and the subject of the other is in Anc is determined. In step 6, set Confl AD of all pairs of strong authorizations with the same privilege and table but with different privilege type such that the subject of one of them is in Anc Disj Desc and the subject of the other one is in Anc is determined. If sets Confl Desc and Confl AD are empty, no pair of conflicting authorizations exists, and hence ok is returned (step 7). Otherwise, the conflicts which would arise are returned as

G1 ⟨sel,T1⟩ ⟨sel,T2⟩

G2 G3 ⟨¬sel,T3⟩ ⟨¬sel,T4⟩

G4 ⟨sel,T4⟩

G7 ⟨¬sel,T2⟩

A

G8 ⟨¬sel,T2⟩

B ⟨sel,T3⟩

C ⟨sel,T3⟩

   6
   HHH

HHHY^{G6}

G5 ⟨¬sel,T1⟩ 6

    �

      �`
        @@

       @I

           @@

         @I

  �

    �* 6

       6

       6

  6

Figure 10. An authorization state

follows. In step 8, the conflict between every pair of authorizations ⟨a_i, a_j⟩ in Confl Desc with respect to subject s(a_i), which is a member of m, is returned. Finally, in step 9, every pair of authorizations ⟨a_i, a_j⟩ in Confl AD is examined. Then, to avoid returning a conflict with respect to a subject which belongs to s(a_i) and m (and therefore would indirectly belong to s(a_j )) only because of his membership of another subject for which the conflict is also returned, the following process is followed. For each pair ⟨a_i, a_j⟩ ∈ Confl AD, set Confl(a_i, a_j) of all the subjects with respect to which a_i would conflict with a_j , i.e., all subjects which belong to both s(a_i) and m is determined. Then, set Disj- Confl(a_i, a_j) of all subjects in Confl(a_i, a_j) for which there exists a membership path to s(a_i) or to m which does not contain any other subject in Confl(a_i, a_j) is determined. For each of subject s ∈ Disj-Confl(a_i, a_j), the conflict between authorizations a_i and a_j with respect to subject s is returned.

Example 4 Consider the authorization state illustrated in Figure 10. Suppose a request is submitted to the system requiring the addition of group G_4 as a member of group G_3. The execution of Check member(G_4, G_3) returns the following conflicts: a_{G8,T2} ⋄_{G8} a_{G1,T2} and a_{G5,T1} ⋄_{G7} a_{G1,T1} . 2

7 Resolving conflicts among weak authorizations

Our model allows the simultaneous presence of conflicting weak authorizations. Hence, the authorization state may contain two weak authorizations, one stating that an access should be granted to some subject, and the other one stating that the access should be denied to the subject. The way we solve this dilemma is by adopting a safe policy from a security viewpoint and denying access.

In this section, we show that using the default of denial is not the only option for resolving conflicts between weak authorizations. Users can resolve conflicts by inserting additional authorizations in the authorization state. This means that the users do not have to accept the system default option if they do not want; they can also eliminate conflicts in ways that best suit their needs. This is expressed by the following definition.

Definition 7 (Resolution of conflicts) A conflict between two weak authorizations a_i and a_j with respect to subject s has a resolution iff it is possible to specify an authorization overriding one of these (with respect to subject s).

For example, consider the authorization state shown in Figure 5. The authorizations specified for groups G_4 and G_5 conflict over user B. The conflict can be resolved by specifying an additional authorization, either positive or negative, for B.

We claim that every conflict, with one exception, can be resolved by the addition of a new authorization. The exception occurs when conflicting authorizations are specified for the same subject.

To see this, suppose that there exist two authorizations a_i and a_j for a privilege on a table that conflict with respect to a subject s. Thus, p(a_i) = p(a_j ) and t(a_i) = t(a_j ), but pt(a_i) ≠ pt(a_j). There are three cases to consider.

Case 1: s(a_i) ≠ s(a_j ).

Clearly, s ≠ s(a_i) and s ≠ s(a_j ) (since otherwise a_i and a_j will not conflict with respect to s). The conflict between a_i and a_j with respect to subject s can be resolved by inserting another authorization a_m with p(a_m) = p(a_i), t(a_m) = t(a_i), s(a_m) = s, and either pt(a_m) = + or pt(a_m) = −, depending on whether the grantor wishes to give or deny the privilege to s.

Case 2: s(a_i) = s(a_j ), but s ≠ s(a_i) The conflict can once again be resolved by inserting another authorization a_m as given in case 1 above.

Case 3: s(a_i) = s(a_j ) = s In this case, the conflict can only be solved by either deleting one of the two authorizations or inserting a strong authorization a with s as subject and same privilege and table as the two conflicting authorizations. Note, however, that the insertion of the strong authorization may not always be possible, since it may result in an inconsistent authorization state. We claim that it is proper in this case to require that one of the two authorizations be deleted in order to resolve the conflict since the simultaneous presence of a negative and a positive authorization specified for G_1 is intrinsically ambiguous.

Note that conflicts between weak authorizations may arise when any of the administrative operations are executed. In particular, operations that decrease the authorizations of subjects, such as removal of users from groups and revocation of authorizations, may generate new conflicts.

8 The mediator

In this section, we illustrate how the mediator is used to mirror different protection policies. In particular, we show that the following policies can be expressed in our system: the traditional closed and open policies, the closed policy with negation and the enforcement of the denials-take-precedence principle, and the closed policy with negation and the enforcement of the most specific authorization takes precedence principle. Note that the last policy is the one actually enforced by the model implemented by our mechanism. The first three policies can be supported by using only some of the features that our model provides.

The implementation of a classical closed policy is straightforward in our model. It is the task of the mediator to ensure that only positive authorizations can be specified; the mediator rejects any attempts by the users to specify negative authorizations.

For the open policy, the mediator must ensure that the following conditions exist: For every object, a weak positive authorization is specified for the group representing the root of the graph.^6 Users will then be allowed to specify only strong negative authorizations. Since a strong negative authorization overrides the weak positive authorization in our model, the result is an open policy where all accesses for which users do not specify negative authorizations are allowed. Note that current DBMSs have a group, called public, containing all users of the system, to which authorizations can be granted; however, since negative authorizations are not supported, no exceptions to the authorizations granted to the group public can be enforced.

The denials-take-precedence policy can be implemented by the mediator by ensuring that all positive authorizations are weak and all negative authorizations are strong so that negative authorizations will always override positive authorizations.

As stated earlier, a major advantage of using our framework is that all users are not constrained to the

6If the membership graph is not single rooted, a group, called

public, containing all subjects in the system can be inserted.

Figure 11. An example of group membership graph

use of a single policy. They can choose to apply different policies on different relations, as shown in the following example. Suppose the group membership graph is as given in Figure 11 and suppose Henry creates the following tables with their different protection requirements:

• Public info: Everybody is to be allowed access.

This can be accomplished by granting a strong positive authorization to Users.

• Nat pub info: Everybody who is a citizen has access. A weak positive authorization can be granted to Users and a strong negative authorization granted to Non-citizens.

• Reports: Everybody can access unless explicitly denied. A weak positive authorization is granted to Users. Negations can be specified at any time.

• Organization info: Henry wishes to retain control of all access authorizations on the relation except for the select privilege which can be administered by the members of the group Staff. Moreover, Henry does not want Gary to be able to read information in the relation. To this end, Henry grants the weak adm-access for the select privilege on the relation to Staff and grants a negative strong authorization for the select privilege on the relation to Gary.

• Projects: Projects contains information about software projects. People involved in software development should be authorized. A weak positive authorizations is specified for Soft-developers.

• Projects: Projects temporarily contains some private information that is not to be released for some time. Consultants must be temporarily forbidden access to the relation. A negative (strong or weak) authorization can be specified for the

select privilege on the relation for Consultants.

There is no need to revoke the authorization previously granted since it will once again become valid upon revocation of the denial. 2

9 Related Work

Early authorization models [8] were based on the closed world policy and accordingly only allowed the specification of positive authorizations. More recent authorization models also permit specification of negative authorizations stating accesses to be denied. In some of these models, conflicts are solved simply by adopting the denials-take-precedence policy [4, 17, 14, 21]. Other models provide more sophisticated conflict resolution policies [18, 19, 7, 22].

The concept of strong and weak authorizations adopted in our model has been first introduced in the authorization model of Orion [19]. In this model, authorizations can be specified only for groups of users (called roles in Orion), not for single users. Positive authorizations granted to a group propagate to all the members of the group. Negative authorizations granted to a group propagate to all the groups to which it belongs. Resolution of conflicts is based on the concept of more specific authorization. The Orion authorization model has the merit of having introduced the concept of strong and weak authorizations. However, it suffers from several limitations, which we have tried to overcome in our model. First, in the Orion authorization model, negative authorizations propagate from a subject to the groups to which the subject belongs (not vice versa like in our model). This means that it is not possible to grant a negative authorization to a group which holds for all the members of the group. Second, in the Orion authorization model, authorizations cannot be granted to single users. Moreover, users are not taken into consideration when evaluating the consistency of the authorization state; a user can belong to groups holding conflicting authorizations. Since a user is permitted an access if he belongs to a group that has a positive authorization for it, in this case, access is authorized. Then, it is not possible to really enforce strong authorizations at the level of single users. Third, the Orion authorization model requires the authorization state to be complete, i.e., for every possible access an authorization, either positive or negative, must exist. This approach forces the use of negative authorizations to represent cases where the authorization is simply not to be given and makes the authorization administration task very difficult. Fourth, the Orion authorization model does not provide any administrative policy: every user authorized for an access can also grant authorizations for that access. This approach raises several problems. In particular, it is impossible for the owner of an object to retain control of the users that can access his objects.

With respect to multipolicy models, Jonscher and Dittrich [17] present an access control system for the protection of information in distributed federated database systems which allow the enforcement of different policies. Each policy is characterized by 19 attributes referring to different policy aspects (e.g., types of privileges allowed, signs of authorizations allowed, subjects’ hierarchies to be considered). Different reference monitors are then defined, each enforcing a particular policy. The behavior of each access monitor is determined by the attributes specified for the policy implemented by the monitor. Each access request submitted to the system is forwarded to the responsible reference monitor for the object to be accessed and allowed or denied accordingly.

Other work on multipolicy aspects concerns the integration and coexistence of different, possibly inconsistent, policies [10]. Indeed, where different systems applying different policies interact, the problem of which policy to apply with respect to the common process arises. Hosmer [16] describes a multipolicy paradigm for supporting the enforcement of different protection policies. The approach is based on the concept of metapolicy that is a policy about policies. A conceptual model of this “multipolicy machine” has been proposed by Bell [2]. The model provides a formal framework for dealing with the combination of unspecified policies.

10 Conclusions

The usefulness of separating security policies from security mechanisms in the development of access control systems has long been recognized [12, 9]. Security policies are high-level guidelines specifying how access is to be controlled. Mechanisms are sets of functions implementing protection policies. Among the advantages of this separation is that it is possible to change the policy without requiring changes to the underlying mechanism [9]. In spite of the policy-mechanism separation principle, access control systems today are based on a mechanisms enforcing a specific set of predefined policies.

In this paper, we have moved a step toward the development of a flexible access control mechanism that can support different policies. In particular, we have presented an authorization model on which such a flexible mechanism can be based. The model permits both positive and negative authorizations, permits authorizations that must be strongly obeyed and authorizations that allow for exceptions, and enforces ownership together with delegation of administrative privileges. The flexibility of the model makes it possible to represent different policies. We have presented the model and illustrated how it can be used to express different policies and different protection requirements.

Our proposal represents only an initial step in the development of multipolicy mechanisms and much work still needs to be done. Issues that we plan to investigate include the identification of different policies with respect to which users can tailor the system; the definition of the mapping functions between the policies and the reference authorization model; the ability to support unspecified policies; the regulation of the coexistence of multiple, possibly conflicting, policies on the same object; and the efficient implementation of the mechanism.

References

[1] R. Baldwin. Naming and grouping privileges to simplify security management in large databases. In Proc. IEEE Symp. on Security and Privacy, pages 61–70, Oakland, CA, 1990.

[2] D. Bell. Modeling the “Multipolicy Machine”. In Proc.

of the New Security Paradigm Workshop, pages 2–9, Little Compton, RI, USA, 1994.

[3] E. Bertino, S. Jajodia, and P. Samarati. Access controls in object-oriented database systems: Some approaches and issues. In N. Adam and B. Bhargava, editors, Advanced Database Concepts and Research Issues, pages 17–44. Springer-Verlag LNCS 759, 1993.

[4] E. Bertino, P. Samarati, and S. Jajodia. An extended authorization model for relational databases. IEEE TKDE. To appear.

[5] E. Bertino, P. Samarati, and S. Jajodia. Authorizations in relational database management systems. In Proc. ACM Conf. on Comp. and Comm. Security, pages 130– 139, Fairfax, VA, 1993.

[6] P. Bonatti, S. Kraus, and V. Subrahmanian. Declarative foundations of secure deductive databases. In Proc. Int’l. Conf. on Database Theory. Springer-Verlag LNCS 303, May 1992.

[7] H. Brüggemann. Rights in an object-oriented environment. In C. Landwehr and S. Jajodia, editors, Database Security, V: Status and Prospects. North- Holland, 1992.

[8] S. Castano, M. Fugini, G. Martella, and P. Samarati.

Database Security. Addison-Wesley, 1994.

[9] D. Denning. Cryptography and Data Security. Addison Wesley, 1982.

[10] J. Dobson and J. McDermid. A framework for expressing models of security policy. In Proc. IEEE Symp.

on Security and Privacy, pages 229–239, Oakland, CA, May 1989.

[11] R. Fagin. On an authorization mechanism. ACM TODS, 3(3):310–319, Sept. 1978.

[12] E. Fernandez, R. Summers, and C. Woods. Database Security and Integrity. Addison Wesley, 1981.

[13] R. Gagliardi, G. Lapis, and B. Linsday. A flexible and efficient database authorization facility. Technical Report RJ 6826(65360), IBM Research Division, Almaden Research Center, November 1989.

[14] N. Gal-Oz, E. Gudes, and E. Fernandez. A model of methods authorization in object-oriented databases. In Proc. VLDB, pages 52–61, Dublin, Ireland, 1993.

[15] P. Griffiths and B. Wade. An authorization mechanism for a relational database system. ACM TODS, 1(3):243–255, Sept. 1976.

[16] H. Hosmer. Multipolicy paradigm II. In Proc. of the New Security Paradigm Workshop, Little Compton, RI, 1992.

[17] D. Jonscher and K. Dittrich. Argos - A configurable access control system for interoperable environments. In Proc.of the IFIP WG11.3 Working Conference on Database Security, pages 39–66, Rensselaerville, NY, 1994.

[18] T. Lunt. Access control policies for database systems.

In C. Landwehr, editor, Database Security II: Status and Prospects, pages 41–52. North-Holland, 1989.

[19] F. Rabitti, E. Bertino, W. Kim, and D. Woelk. A model of authorization for next-generation database systems. ACM TODS, 16(1):89–131, March 1991.

[20] R. Sandhu and P. Samarati. Access control: Principles and practice. IEEE Comm., pages 2–10, Sept. 1994.

[21] M. Satyanarayanan. Integrating security in a large distributed system. ACM TOCS, 7(3):247–280, August 1989.

[22] H. Shen and P. Dewan. Access control for collaborative environments. In Proc. Int’l. Conf. on Computer Supported Cooperative Work, pages 51–58, November 1992.

[23] I. Software. Informix-OnLine/Secure Security Features User’s Guide. Inc., Menlo Park, CA, 1993.

[24] G. Wiederhold. Mediators in the architecture of future information systems: A new approach. IEEE Computer, pages 38–49, 1992.

[25] P. Wilms and B. Lindsay. A database authorization mechanism supporting individual and group authorizations. In R. van de Riet and W. Litwin, editors, Distributed Data Sharing Systems, pages 273–292. North- Holland, 1982.